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Cuprins

* Obiective

* Cadre didactice

* Organizare

* Bibliografie recomandata

* Intelegerea arhitecturilor interne
* CISC/RISC

* Activitate pentru laborator
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Obiective

* Sa-si insugeasca notiunile de structura si
organizare a sistemelor de calcul cu
microprocesoare din familia 80X86 (CISC)

* Sa realizeze proiectarea si sinteza unui
microcalculator cu procesor RISC sau CISC

* Arhitectura RISC - studiu de caz pe
microcontrolerul AVR ATmega16

Structura si Organizarea Calculatoarelor



Cadre didactice

* Curs
— gl. dr. ing. Alexandru Barleanu

* alexandru-theodor-
cristian.barleanu@academic.tuiasi.ro

* cabinet C4-1, tel. +40-232-278680 / int. 1349

* Laborator
— gl. dr. ing. Alexandru Barleanu

— drd. ing. Cristian Axinte
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Organizare

* Curs: 2 ore pe saptamana
* Laborator: 2 ore pe saptamana

 Evaluare finala: examen (practic si teoretic)
* Credite: 5

Structura si Organizarea Calculatoarelor



Organizare

* Discipline anterioare

— Arhitectura Sistemelor de Calcul
— Proiectare Logica
— Electronica digitala

— Programarea Calculatoarelor
— Structuri de Date

* Discipline prezente

— Proiectarea cu Microprocesoare
— Proiectarea Sistemelor Digitale

Structura si Organizarea Calculatoarelor



Organizare

Evaluare:
— Continua:
* Curs (NC): referate despre subiectele studiate
* Laborator (NL): (minim 5)
— Teste: 2 teste anuntate din materia studiata;

— Tema de casa: 1 problema propusa spre rezolvare
— Se acorda puncte pentru implicarea la laborator cu rezultate notabile

— Finala:
* examen (EX): test grila din materia prezentata la curs si laborator
NEX = RC*Prc - RG*Prc/3 + off

© & Ov O

= (NPR) - se poate propune un set de teme de proiectare (incepand din

saptamana 6) dintre care grupe de cate maxim 3 studenti aleg si rezolva o
problema. Rezolvarea problemelor este sustinuta cu o prezentare la sfarsitul
semestrului.

NSOC =0.1* NC + 0.3* NL + 0.4* NEX + 0.17*NPR
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Organizare

* Echipamente pentru activitatea de laborator
— Microcontrolerul AVR ATmega16 si debuggerul JTAG ICE
— Maediul de dezvoltare AVR Studio si compilatorul IAR pentru AVR

Structura si Organizarea Calculatoarelor
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Bibliografie recomandata

* Computer Organization and Design, Four

ORGANIZATION

LR th Edition
L= ; David A. Patterson; John L. Hennessy,

Elsevier Science, 2008
ISBN-13: 9780123744937 ISBN-10: 0123744938

* Computer Organization and Design,

David A. Patterson; John L. Hennessy,
Elsevier Science, 2007

ISBN-13: 9780123706065 ISBN-10: 0123706068
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http://www.books-express.ro/book/9780123744937/Computer-Organization-and-Design-Fourth-Edition.html
http://www.books-express.ro/book/9780123744937/Computer-Organization-and-Design-Fourth-Edition.html
http://www.books-express.ro/author/245385/David-A-Patterson.html
http://www.books-express.ro/author/53567/John-L-Hennessy.html
http://www.books-express.ro/publisher/5952/Elsevier-Science.html
http://www.books-express.ro/book/9780123706065/Computer-Organization-and-Design-Revised-Printing-Third-Edition.html
http://www.books-express.ro/author/245385/David-A-Patterson.html
http://www.books-express.ro/author/53567/John-L-Hennessy.html
http://www.books-express.ro/publisher/5952/Elsevier-Science.html
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Bibliografie recomandata

IRUTIITIHIAA RITUIMOY

O Computer Architecture ,
John L. Hennessy;
David A. Patterson ,
Elsevier Science, 2006

ISBN-13: 9780123704900 ISBN-10: 0123704901

O Microcontroller Systems Engineeri
ng
; Bert van Dam ,
Elektor Electronics, 2009

ISBN-13: 9780905705750 ISBN-10: 0905705750
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http://www.books-express.ro/book/9780123704900/Computer-Architecture.html
http://www.books-express.ro/author/53567/John-L-Hennessy.html
http://www.books-express.ro/author/245385/David-A-Patterson.html
http://www.books-express.ro/publisher/5952/Elsevier-Science.html
http://www.books-express.ro/book/9780905705750/Microcontroller-Systems-Engineering.html
http://www.books-express.ro/book/9780905705750/Microcontroller-Systems-Engineering.html
http://www.books-express.ro/author/1277071/Bert-van-Dam.html
http://www.books-express.ro/publisher/802830/Elektor-Electronics.html
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Bibliografie recomandata

s © Atmel Avr Microcontroller Primer

\nnelAVR . -
MicocontllePimer - Programming and Interfacing; M.D.

Programming and Interfacing

Barrett, Steven; Daniel Pack;
Mitchell (EDT) Thornton, Morgan &
| Claypool, 2007

ISBN-13: 9781598295412 ISBN-10: 1598295411
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Structura si organlzarea Calculat'oarelor'

DRAM
SRAM
ROM
EEPROM

Magistrale \

/
= =

8086
8088
80x86

Pentium
Pentium Pro

ARM

Structura si Organizarea Calculatoarelor

Periferice ( 1/0O)

Imprimanta
FDD

HDD
Mouse

CD -ROM
Tastatura
Monitor
RS232




Arhitectura Von Neumann

\

External storage
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Arhitectura Harvard

Input

Output @/\t-

Structura si Organizarea Calculatoarelor

Clock




Arhitectura Harvard
modificata

Input

Output @‘

Structura si Organizarea Calculatoarelor

Clock




15MB > 80286 sau 386SX

31IMB > 80386SL/SLC

63MB > 80386EX

4.095MB > 80386DX, 80486 si Pentium
64GB > Pentium Pro

:,J\ 1024KB memoria conventionala J

Harta memoriei unui PC

Structura si Organizarea Calculatoarelor



Structura si organlzarea CaICuIatbareIor’

9FFFF

9FFFO

Harta memoriei TPA

08E30

08490

02530

01160

00700

00500

00400

00000
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e Memoria este

Expanded memory |
System (EMS)

Imparj’:lta Ia _myel Modul de expandare a
logic in pagini de memoriei EMS

cate 64kB

DFFFF

D0000

Structura si Organizarea Calculatoarelor




Structura si organlzarea CaICuIatbareIor’

FFFF

e Fiecare periferic dispune
de registre de control si Harta alocarii dispozitivelor
. ’ de I/O laun PC
registre de stare

e Aceste reqistre se
regasesc incepand cu
adresa indicata in figura

03F8
03F0
03D0
0370
0320
02F8
0060
0040
0020

0000

Structura si Organizarea Calculatoarelor



Structura unui PC

I ( bus-ul de date, adrese si control )
CPU ADDRESS BUS
DATA BUS
MWTC
MRDC @
IowC
TORC R
v vy
Keyboard l Printer l
Read-only Read/write .
memory memory

ROM RAM




* microprocesoare CISC sau RISC

studiu de caz: microcontrolerul ATmega16 (RISC)
— memoria
— periferice
— magistrala

Structura si Organizarea Calculatoarelor



Structura si organlzarea CaICuIatoareIor

Structura unui PC

l ( bus-ul de date, adrese si control )
ADDRESS BUS
CPU
80X86 I I I
DATA BUS
MWTC
MRDC @
IowcC
TORT R
v vy
Keyboard l Printer l
Read-only Read/write .-
memory memory

ROM RAM
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1 ® ...
D

Structura microprogramﬂaté v o

Operation code Address Instruction register

N/

A
Address mapper Incrementer N—
g Microprogram counter Clock
Address
Microprogram memory
Data / Microinstruction register

Control signals

to other parts

Next microinstruction | | oad control | Condition select | CPU control field :>
of the CPU

address
I N

Multiplexer

(@— Branch on zero
[¢— Branch on not zero
[4— Branch never (continue)
[— Branch always (jump)




N

Ao d

8086 — Structura interna

AX o L Address bus :>
BX BH BL
CH CH CL
General DX DH DL
registers =
BP
D]
N
[
Ds
SS
ES
< P
Internal registers

emporary register

~7

Instruction queue

Execution / Bus
unit 1213 4 control
contol N— logic

Eternal
bus

regi
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Clasificarea memoriei
unui sistem de calcul

CAPACITY (SIZE) | SPEED |

Level 4

v

Level 1

Level 2

Level 3

CPU
Level 0 | REGISTER

!

CACHE
(SRAM)

MAIN MEMORY
(dRAM)

DISK STORAGE

TAPE UNITS

| cosT/BIT
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Organizarea memoriel; .

Clasificarea memoriei
unui sistem de calcul

[a) g } A
Ml o025ns/ ! CPU |
a| <soos | REGISTER ! 250000
= ' l
Hl 1-2ns/ | '
= ~642; ! L1 cache : ~4000
> : |
G | l
<| 3-7ns/ | L2 cache | ~
2N I | (SRAM) | 2000
o . !
30-100ns/ MAIN MEMORY
~6GB (dRAM) 500
1-10ms/ DISK CACHE
~200GB 20
DISK STORAGE
=
m
2-30s/ Ct =
“1TB TAPE UNITS 70 2
' @)
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Accesarea memoriel

Accesarea memoriei
unui sistem de calcul

1000K — 2000K CPU cycles
( page transfer)

1-2 CPU cycles -
( byte / word transfer )

SECONDARY
MEMORY
( DISK STORAGE )

200 - 300 CPU cycles
( block transfer )

10 — 15 CPU cycles
( word transfer )




&

Real mode memory

FFFFF
Adresarea in mod real 80x86
(memoria conventionald)
Calcul adresa fizica (A.F.)
A.F. = SEG << 4 + OFF

2FFFF

2A001

2A000 OFF = A000
20000 L SEG = 2000
00000
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3086 — Structura mem

mooon

]
L

Memory

PEEEE

0D480
OD47F

0D380
OD37F

ODOFO
ODOEF

OAOQOFO
OAOQEF

00000

STACK Y

DATA —_

CODE %7

DOS and
drivers

oriel ®e«

Pozitionarea in memorie a
segmentelor de cod, date si stiva

Te—as




Maparea memoriei —generals” <

CPU

- €

P00 ¢
2 ®

Addressb@

9%,
D

Register
Select

Decoder

Chip Enable -

Read/\Write .

<

Databus >

Memory




Maparea I/O — general

D 8

CPU

Add ressb%

Register
Select

Decoder

Chip Enable

Read/Write R

<

Databus >

Peripheral

Interface to
Environment

S



80x86 — Registre

8 bit register
32 bit 16 bit /

EAX Accumulator
EBX Base index
ECX Count
EDX Data

ESP Stack pointer

EBP Base pointer

EDI Dest. index

ESI

Source index

EIP Instr. pointer

EFLAGS Flags

Code segment

Structura registrelor la 80X86

si Pentium / Pro Data segment

Extra segment

Stack segment

Structura si Organizarea Calculatoarelor



Structura registrului EFLAG si FLAG
la 80X86 si Pentium / Pro

ID | VIP | VIF | AC|VM | RF NT 'Olp '%P o|lp|1|T]|s]|z A P c
IQ—( 8086 / 8088 / 80186 / 80188 )
< (80286)
i¢ (80386 / 80486DX )
¢ (80486SX )
( Pentium / Pentium Pro )

Structura si Organizarea Calculatoarelor



80186 — 80138

Intel 80186 / 80188 architecture
INT3INTAI#IRD

INT2/ INTADE TMR OUT 1 TMR OUTD
W,
e GND 4 INTUSELECT® Tyr in | THR IN
_lDI_CLKDUT l NI INTD h A
Programmab e
Timers
iExscution Linit | 3 B3 &
Il I E Max Count
: Programmakle oo |
' Interrupt Max Count
RES# Clack E‘_ Confroller Register i
RESET = (ARl 16-Bit : Contral Registers
General :
Purpose ' Contral 15 Bit
Registers ' Registers Count Register
DRQA
*—— DRQ1
SOu-528 « Chip-Select Fregrammable
Unit DMA Unit
(] 1
SRDY 20-Bit
Bus Interface Source Pointers
ARDY Unit 20- Bit
15-Bit Destination Pointers
TEST# Segment 15- Bit
HOLD Registers TransferCount
B-Byte Progmmmable
HLDA Prefetch Contral Contral
Queue Registers —‘ Regizters
r r
DEM# ALE ucs# b PCSE#IA2
LOCK# WR# LCE# PCES#IAL
DTIRE y RO¥ ADD-  ALGIS3
SHE#IST - -
(s7) AD15 419156 MCS0#-3 PCS0#-4
(AD0-ADT)
(H3-815)
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http://upload.wikimedia.org/wikipedia/commons/5/53/Intel_80186_80188_arch.svg

&

Address unit

Address latches h

Address bus

Segment

Prefetcher
bases

Segment
limit
checker

Segment

Sizes Bus control

LLL LI TS T O R R e R R I R e R R R A e 2 u e g e e v Y
L2 RS NS R A R R RS RS R a1

Data interface |

Data bus

ARAAAARAAAAAA AR AR AR AR AR AR AR AR ARRAAAAAARAARE AR TR R R

6 byte prefetch
queue

3 instruction | Instruction

: queue decoder
: Execution unit d

Structura si Organizarea Calculatoarelor
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80386DX

Segmentation Unit Paging Unit Bus Conirol
3z | | 4
ra HOLD, INTR, NMI,
J-Input — —
ercive Addess B h naver (T ERoR, BUSY
RESET, HLDA
32 33 F
- Discriptor Page
IS P :) Registers Cache 3
Protect Lirnit amd Control and
Test u.-b::l __> Attribute g :> Attribute ( ] §
PLA PLA
= Fy g 'y
g S\ Address BEOH - BE3#,
i g — Driver A2 - A1
L r Pipeline | MIO#, DICH,
| Internal Control Bus 3 N Bus Size WIRS, LOCKE,
¥ k - V" Control *DS" W'
i 1 .5 BS16#, READY#
— L J k4 a2z
Barrel Shifter, L— b muttiplexer / —
3 = /| Transceivers
Status
Flags Decode and v ¥
Sequencing
Multiply / Instruction Prefetcher |
Divide — Decoder Limit Checker
Code
Stream
|| 3-Decoded 1
Register File -‘A— cg‘ﬁ‘:lnl Instruction C__ 18 m"d"
| e—— Queus
ALU Control -
ALY Instruction Instruction Prefatch
Control Predecode -
Dedicated ALU Bus

PLA: Programmable Logic Armay



http://upload.wikimedia.org/wikipedia/commons/c/c2/80386DX_arch.png
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 Arhitecturi de procesoare
— 80X86
— ARM
— PowerPC
— MIPS
— SPARC
— V850
— eflc.
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« Exista o gama larga de procesoare bazate pe acelasi
nucleu ARM

Application Processors Embedded Processors Secure Cores

ARM Cortex-A8 ARM Cortex-M0O SC300

ARM Cortex-A9 ARM Cortex-M1 SecurCore SC100
MPCore ARM Cortex-M3 SecurCore SC200
ARM Cortex-A9 ARM Cortex-R4(F)

Single Core ARM1156T2(F)-S

Processor ARM7EJ-S

ARM11 MPCore ARM7TDMI

ARM1136](F)-S ARM7TDMI-S

ARM11761Z(F)-S ARM946E-S

ARM720T ARMO66E-S

ARM920T ARM968E-S

ARM922T

ARM926EJ-S

Structura si Organizarea Calculatoarelor



ARMY7 TDMI

0 5 5 N 1 I o O o I

i
e

The ARM7TDMI core is a 32-bit
embedded RISC processor
delivered as a hard macro cell
optimized to provide the best
combination of performance,
power and area characteristics.
The ARM7TDMI core enables
system designers to build
embedded devices requiring
small size, low power and high
performance.

Thumb
decoder

Control
logic

High-performance

multiplier

Bus Interface Unit

F

B B e BB

HinEnEnEnEnEnEeEnEeEEE .

ARM7TDMI
I 5 5
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Applications:

Personal audio (MP3, WMA, AAC players)
Entry level wireless handset

Pager

Ink-jet/bubble-jet printer

Digital still camera

Features:

32/16-bit RISC architecture (ARM v4T)

32-bit ARM instruction set for maximum performance and flexibility
16-bit Thumb instruction set for increased code density

Unified bus interface, 32-bit data bus carries both instructions and data
Three-stage pipeline

32-bit ALU

Very small die size and low power consumption

Coprocessor interface

Extensive debug facilities:

Embedded ICE-RT real-time debug unit
JTAG interface unit
Interface for direct connection to Embedded Trace Macro cell (ETM)

Structura si Organizarea Calculatoarelor


http://www.arm.com/products/solutions/ETM.html

ARM Cortex-M3

e The central CM3Core is — i
based on the Harvard ' B
architecture characterized L ]
by separate buses for O e T memay T Sartwie
instructions and data B e ’----%ﬁeﬁt{?ﬂ-%---’ Lt

e Embedded Trace [ S ]
Macrocells (ETM) provide W = jwatohipoins: { patch ; ]
comprehensive debug and [ 3 3 ]
trace facilities for ARM B - it N

Code SRAM &
p FOCessors. D interface Peripheral I/F D

I_II_IIII_JI_JI_JI_Jl_ll_JI_II_J
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ARM Cortex-M3 — Tipun defaplicatii

The Cortex-M3 processor offers an excellent balance of architectural
features, high performance and low costs, making it a very attractive
choice for a broad range of applications, including:
— Microcontrollers
« 32-bit performance at 8-bit costs
— Wireless networking (inc Bluetooth, ZigBee and others)

* Low power operation and integrated sleep modes supporting complex
stacks

— Automotive and industrial control systems
» Secure, reliable and deterministic operation
— White goods
» High performance maths for complex motor algorithm support
— Electronic toys
* Low cost implementations for next generation intelligent toys
— Medical instrumentation
» High reliability core and tools enabling IEC61508 and FDA approval.

Structura si Organizarea Calculatoarelor



ARMv7-M architecture

— Optimized for microcontroller and low-cost applications

Thumb-2 instruction set
— Enhanced levels of performance, energy efficiency, and code density
— Mixed mode capability implies no need to interwork between modes
— ARM levels of performance with Thumb level code density

Single cycle multiply and hardware divide instructions

— 32-bit multiplication in a single cycle

— Signed and unsigned divide operations between 2 and 12 cycles
Preconfigured memory map
Up to 4 gigabytes of addressable memory space

Predefined addresses for code, memory, external devices,
peripherals

Dedicated space for vendor specific addressability

Structura si Organizarea Calculatoarelor
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ARM Cortex-M3 — Caracteristicfl

» Hierarchical structure with tightly integrated peripherals
— CM3Core
» Harvard bus architecture — separate instruction and data buses
» Highly efficient 3-stage pipeline with branch speculation
* Nested Vectored Interrupt Controller (NVIC)
» Gate efficient stack-based register model
» Configurable from 1-240 physical interrupts; up to 256 levels of priority
* Non - Maskable Interrupt (NMI) enables critical interrupt capabilities
* Low latency through tail chaining, late arrival service & stack pop pre-emption
* Nesting (stacking) of interrupts
* Dynamic interrupt reprioritization
— Memory Protection Unit (MPU)
» Optional component for separation of processing tasks and data protection
* Up to 8 regions of protection; each of which can be divided into 8 sub-regions
» Region sizes between 32 bytes to the entire 4 gigabytes of addressable memory
— Embedded Trace Macrocell (ETM)
* Optional component for real-time instruction trace
— Data Watchpoint and Trace unit (DWT)
* Implements hardware breakpoints and provides instruction execution statistics
— Flash Patch and Breakpoint unit (FPB)
* Implements 6 program breakpoints and 2 literal data fetch breakpoints
— Debug Port ( SW-DP or SWJ-DP)
» Configurable debug access through Serial Wire or JTAG interface

Structura si Organizarea Calculatoarelor



« Atomic bit manipulation with bit banding
— Direct access to single bits of data

— Two 1MB bit banding regions for memory and peripherals mapping
to 32MB alias regions

— Atomic operation, cannot be interrupted by other bus activities
 Unaligned data storage and access

— Continuous storage of data requiring different byte lengths

— Data access in a single core access cycle
* Integrated sleep modes

— Sleep Now mode for immediate transfer to low power state

— Sleep on Exit mode for entry into low power state after the servicing
of an interrupt

— Ability to extend power savings to other system components

Structura si Organizarea Calculatoarelor



Debugging — TPA

tool

PC-based debugging

JTAG interface Trace Port
unit Analyzer
A

Trace Port Analyzer (TPA)

ARM processor

Embedded
ICE

AHB bus

Y

=
i T
(0]

Trace
ETM

Trigger

On-chip
ROM

On-chip
RAM

r

Peripherals

I

Target system with
ARM-based ASIC
and other
components

Other
components

Other
components

System-on-Chip

Structura si Organizarea Calculatoarelor

Embedded Trace Macrocell™
ETMv1.0 to ETMv3.4



Debugging — ETB

Embedded Trace Buffer (ETB).

PC-based debugging
tool

JTAG interface

unit
JTAG
1 + |
ARM processor ETB
Embedded > ETM g Trace Other
ICE RAM components
]
AHB bus |
T ) ,_‘—‘ Target system with
. ARM-based ASIC Other
On-chip On-chip Peripherals and other components
ROM RAM ._|:| components ps
Embedded Trace Macrocell™
System-on-Chip ETMv1.0 to ETMv3.4
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JDSnet — ARM emulator ®« <
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JTAGjet-Trace - a real-time, transparent in-circuit debugger with a real-
time trace buffer.

Supports all ARM7, ARM9, ARM11, Cortex, OMAP, OMAP2 and OMAP3
devices equipped with the Embedded Trace Macrocell (ETM) at speeds of
up to 400 MHz.

Available with trace depths of 256K, 1M, 2M and 4M frames and each
frame is time-stamped with CPU cycle accuracy.

Key Benefits:

Support for all ARM7, ARM9, ARM11, Cortex, OMAP, OMAP2 and OMAP3 cores
equipped with ETM trace logic

Up to 400 MSamples/sec trace acquisition speed (up to 400 MHz CPU speeds)
Avalilability with 256K, 1M, 2M and 4M frame trace buffers

Support for 4, 8 and 16-bit wide trace busses

56-bit time stamp with CPU cycle accuracy

Easy access to all ETM modes, triggers and filtering

Available with a standard Mictor-38 target connector or 20-pin Cortex connector
Quiet operation—no fans or exposed heatsinks

Plain JTAG adapter for boards without ETM

Structura si Organizarea Calculatoarelor
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AT91SAM 32-bit ARM-Based:Mitrocofitidllers

Functionality 32-bit MCU = | w 32-bit Embedded MPU
A
SAM11
ARM11 MPU
SAM9 SAM9
ARMO Flash & , ARM9MPU
Large SRAM
MCU

SAM7 SAM3
ARM7 Cortex M3
SAM7L  Flash Flash MCU

... - — — ———— W W — — — T ————

Ultra MCU
low
Power
MHz
30 60 240 400 667
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ARM Cortex-M3 — SAM3U4{2/1E Block Diagram

Lo
""ﬁff > &
& & S5 SbE St <
SFFF & SEEESHE 3 djh
MASTER e— 5 AVE l T tl l l ttttt o o
TsT [ System Controlier | JTAG & Serial Wire | I T:i:gm[ I * | —
PCHO-PCKz =] + T * + f Violtage
T Cireu Regulator
PLLA n-Circuit Emulator usB
I SysTick Counter | N Device
UPLL I-) v HS
BMC Cortex-M3 Processor | Ng.ND FIIIaSh
WIN —— ] OSC Fmax 96MHz [} ;rErgCar
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SAM3UA4/2/1E

 Memories

— —From 64 to 256 Kbytes embedded Flash, 128-bit wide access, memory
accelerator,

— dual bank
— —From 16 to 48 Kbytes embedded SRAM with dual banks

— =16 Kbytes ROM with embedded bootloader routines (UART, USB) and
IAP routines

— _ISt%tiC Memory Controller (SMC): SRAM, NOR, NAND support. NAND
Flas

— controller with 4-kbyte RAM buffer and ECC
* System
— —Embedded voltage regulator for single supply operation

— —POR, BOD and Watchdog for safe reset

— —Quartz or resonator oscillators: 3 to 20 MHz main and optional low
power 32.768 kHz for RTC or device clock.

— —High precision 8/12 MHz factory trimmed internal RC oscillator with 4
MHz Default Frequency for fast device startup

— —Slow Clock Internal RC oscillator as permanent clock for device clock in
low power mode

— —0OnePLL for device clock and one dedicated PLL for USB 2.0 High
Speed Device

— —=Up to 19 peripheral DMA (PDC) channels and 4-channel central DMA
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SAM3UA4/2/1E

« Low Power Modes

— Sleep and Backup modes, down to 2.5 pA in Backup mode.
— Backup domain: VDDBU pin, RTC, 32 backup registers
— Ultra low power RTC: 0.6 pA

* Peripherals

— USB 2.0 Device: 480 Mbps, 4-kbyte FIFO, up to 7 bidirectional Endpoints,
dedicated DMA

— Up to 4 USARTs (ISO7816, IrDA®, Flow Control, SPI, Manchester support) and one
UART

— Up to 2 TWI (I12C compatible), 1 SPI, 1 SSC (I12S), 1 HSMCI (SDIO/SD/MMC)

— 3-Channel 16-bit Timer/Counter (TC) for capture, compare and PWM

— 4-channel 16-bit PWM (PWMC)

— 32-bit Real Time Timer (RTT) and RTC with calendar and alarm features

— 8-channel 12-bit 1Msps ADC with differential input mode and programmable gain stage, 8-
channel 10-bit ADC

— Up to 96 I/O lines with external interrupt capability (edge or level sensitivity), debouching,
glitch filtering and on-die Series Resistor Termination

— Three 32-bit Parallel Input/Outputs (P10O)

« Packages

—100-lead LQFP, 14 x 14 mm, pitch 0.5 mm
—100-ball LFBGA, 9 x 9 mm, pitch 0.8 mm

— 144-lead LQFP, 20 x 20 mm, pitch 0.5 mm
— 144-ball LFBGA, 10 x 10 mm, pitch 0.8 mm
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Performante

Figure 1. Relative performance for ARM7TDMI-S (ARM) and Cortex-M3 (Thumb-2)

Relative Benchmark Performance (per MHz)

[ @ ARM7TDMI-S m Cartes-M3 |
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Figure 2. Relative code size for ARM7TDMI-S (ARM) and Cortex-M3 (Thumb-2)
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Performante

Features ARM7TDMI-S Cortex-M3

Architecture ARMv4T (von Neumann) ARMv7-M (Harvard)

ISA Support Thumb / ARM Thumb / Thumb-2
Pipeline 3-Stage 3-Stage + branch speculation
Interrupts FIQ/IRQ NMI + 1 to 240 Physical Interrupts

Interrupt Latency 24-42 Cycles 12 Cycles
Sleep Modes None Integrated
Memory Protection None 8 region Memory Protection Unit
Dhrystone 0.95 DMIPS/MHz (ARM mode) 1.25 DMIPS/MHz
Power Consumption 0.28mW/MHz 0.19mW/MHz
Area 0.62mm2 (Core Only) 0.86mm2 (Core & Peripherals)*
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Performante

Il 32-bit LONG data Il 16-bit INT data Il 8-bit CHAR data

0X1000
0x1004

0X1008
0X100C

Aligned Unaligned
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Structura si organizarea calculatbarelor™

Memoria virtuala

{WRTUALADDREssm
|REAL ADDRESS
| translation

MISS
1 ( page fault) MAIN MEMORY
TRANSLATION

TABLES

TRANSLATION

TABLES

|
|
|
|
I
|
: DISK MEMORY
|
|
I
I
|

(————— = — — —

| MEMORY |
|HIERARCHY ¢ v :
|

DISK > MAIN

|
|
: MEMORY MEMORY
|
|



Memoria virtuala

Memoria Vil’tualé Processor
H TLB — Translation Look-aside Buffer or < >
(translatare prin TLB) ;l DATA

TL — Translation Buffer
VIRTUAL ADDRESS PATH

'VIRTUAL ADDRESS to

[
| REAL ADDRESS PAGE LINE .
ACCESS MAIN

| translation MEMOR A I
| TABLES 1
MISS
MISS MAIN MEMORY
l ( page fault ) TRANSLATION

DISK MEMORY
TRANSLATION

TABLES

PAGE LINE .

|
|
|
|
|
|
|
|
|
|
TABLES :
|
|
|
|
|
|
|
)

MEMORY = MEMORY —

(
|
: DISK MAIN |
|
|
|

|
|
MEMORY :
)



Memoria virtuala

Mapare directa

Processor I <

VIRTUAL ADDRESS

v

r

PAGE n LINE .

DIRECT MAPPING

ADDRESS translation

REAL PAGE
ADDRESS

—d

—

High speed RAM

PAGE LINE .

|
REAL ADDRESS 1

MAIN
MEMORY

DATA
PATH




Memoria virtuala

Mapare asociativa

3
v

Processor I

VIRTUAL ADDRESS

e

associative memory

VIRTUAL PAGE REAL PAGE
ADDRESS ADDRESS
«—

compare all | e
/—/
/‘

High speed RAM

FULL ASSOCIATIVE MAPPING PAGE LINE .
ADDRESS translation
REAL ADDRESS 1

CAM - Content Addressable Memory or
associative memory

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

MAIN C——
MEMORY




Mapare set-asociativa

( one-way ) Processor l

VIRTUAL ADDRESS

'
v

REAL PAGE
ADDRESS

compare / ™
tags

(
I

I

I

I

I

I

I

I

I

| :
I

! Hashing
| function
I

I

I

I

I

I

I

I

I

I

I

I

I

____________________________________________ /J
REAL ADDRESS
DATA
PATH
MAIN —

MEMORY



Sl

Memoria set-asociativa

. .o P
Mapare set-asociativa rocesser I - .

( two-way ) VIRTUAL ADDRESS
SN AR b
Tag Index i LINE

High speed RAM

Hashing
function

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

: REAL PAGE REAL PAGE
: i| [Tag ADDRESS |Tag ADDRESS
. | TEeS \ |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

) N, —
compare
- O

| L .

iSET-ASSOCIATIVE MAPPING PAGE LINE .
| ADDRESS translation (two-way)

REAL ADDRESS

MAIN PATH
MEMORY -—




Accesul la memorie

CPU

Virtual Address

(' SearchTLB )

e
Extract Search
Physical Address Page Table

| Y N
| SearchCache | | " |
Y Generate Get Page from
Physical Address Secondary Memory
I
[ Update ] Update Update
Cache TLB MM, Cache, PT
I —
Return Value
from Cache
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80x86 — Registre

Structura registrelor de identificare
pentru 80X86, Pentium si Pentium Pro

80286 80386/80486/Pentium/Pentium Pro
descriptor descriptor
7 00000000 00000000O 6 7 BASE (B31-B24) G|o|o|y (Ll'é”\_’”glﬁ) 6
5 ACCESS RIGHTS BASE (B23-B16) 4 5 ACCESS RIGHTS BASE (B23-B16) 4
3 BASE (B15-B0) 2 3 BASE (B15-B0) 2
1 LIMIT (L15~10) 0 1 LIMIT (L15-10) 0
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80x86 — Registre

Structura registrului de segment (DS) Memory FEFFEF
in modul protejat system
16MB
(80286/80386SX)
15 3 2 1 0
SELECTOR Tl | RPL

|

GDT

|

RPL — Requested Privilege Level

00 = high to 11 = low J

TI = 0 Global Descriptor Table 100200
Tl =1 Local Descriptor Table 1001FF
v Data
Selects one descriptor — 00 — segment
from 8192 descriptors ( GDT or LDT) 00 /\
] 92 /?
DESCRIPTOR 5 o o /
00 p 100000
0 1 OFFFFF
01 ~\
- A =
/_J I

Utilizarea registrului DS pentru
selectare identificator 5 din GDT

000000




80x86 — Registre

Harta registrelor “invizibili” Tn
modul protejat pentru 80286 /
386 / 486 si Pentium / Pro

TR — Task Register

LDTR - Local Descriptor Table Register
GDTR - Global Descriptor Table Register
IDTR - Interrupt Descriptor Table Register

Segment
register

Ccs

DS

ES

Ss

FS

GS

TR

LDTR

GDTR

IDTR

Descriptor cache

BASE ADDRESS

LIMIT

ACCESS

BASE ADDRESS

ACCESS

Descriptor table addresses

BASE ADDRESS

LIMIT

program invisible




Paginarea

Modul de paginare pentru
80386 / 486 si Pentium / Pro

DIR PAGE

OFFSET

e

PAGE
DIRECTORY

CR3

PAGE
TABLE

=
P
v

P

MEMORY
PAGES

e
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How not to use interru

'’

) 8

.

¢

(S . g

*—

mommmIt mooommm!!

PONT INTERRUPT,
JOHNNIE, IT'S RUDE!

NOU KNCAS WHAT,
DONT WORRY ABOUT IT.




* Mecanism hardware & software
— detectia evenimentelor si reactia asociata

« Evenimente
— Internel/externe (in vorbire, trebuie specificat: relativ la CPU sau la MCU)
— importanta ev. stabileste prioritatea de tratare a ev.

— prioritatea de tratare a ev. este direct proportionala cu viteza de
reactie la aparitia ev.

« CPU intrerupe executia programului

— pentru a reactiona asupra aparitiei ev.
- executd Rutina de Tratare a Intreruperii (ISR — Interrupt Service Routine)

Structura si Organizarea Calculatoarelor



Intel 8086
CPU
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Intel 8086 CPU

« 1978, von Neumann, CISC, 99 instructiuni

_ GNDL] 1 40 [ vce
« CPU dispune de 2 canale: AD140] 2 39 [JAD15
AD13[] 3 38 [ A16/S3
. _ AD12[] 4 37 |1 A17/S4
NMI (Non-Maskable Interrupt) S 36 T A18/5
— INTR (Interrupt Request) AD10[] 6 35 [ A19/S6
AD9[] 7 34 [] BHE/S7
o AD8[] 8 33 :IMN/W(
« Expandare posibila cu PIC: AD7L] 9 8086 32 [1RD
AD6[ ] 10 CPU 31 [ ] HOLD
AD5[ | 11 30 [ ] HLDA
— Programmable Interrupt Controller Abald 12 20 BwR
— pana la 224 surse diferite AD3[] 13 28 [ M/I0
AD2[ ]| 14 27 [ 1 DT/R
AD1[] 15 26 [1DEN
. ADO[] 16 25 [ ALE
* NMI - activ pe front NMIC] 17 >4 O iNTR
. . INTR| 18 23 [ TEST
 INTR — activ pe palier T S
GND[] 20 21 [] RESET

Structura si Organizarea Calculatoarelor l



CERERE DE INTRERUPERE NEMASCABILA ‘

(NON-MASKABLE INTERRUPT REQUEST) 8259A W
‘lvau <
lr | D
Interrupt je&——
. INTR
| Interrupt Logic |« | Controller [ > *
| | -«
] | = Y,
|
| INT n INTO DIVIDE SINGLE |
| INSTR. INSTR. ERROR STEP
| |
I_ (gogs/gossCPU J MASKABLE NTERRUPT AEQUESTS)
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8086 CPU — Organizare Hardware (cont)

* Magistrala de sistem in mod minim (Minimum mode system bus)
— magistrala controlata de un singur CPU

 Magistrala de sistem in mod maxim (Multimaster system bus)
— comunicatia poate fi initiata de mai multe procesoare
— magistrala multimaster

— bus controller necesar Configuratie de SISTEM in mod MINIM

+ CANALE de INT.
! (IRQLINES)

MAG. de CONTROL -

y (CONTROL LINES) "f "}. "}

8284 8086/8088
CLOCK > CPU
GENERATOR > 8282/83 )
MAG. LOCALA LATCHES MAG. de ADRESE
(LOCAL BUS) (ADDRESS LINES)

legenda |  l ececeececsssssss

]

INT. = INTRERUPERE : 8286/87
]
]

'
'
MAG. = MAGISTRALA H MAG. de DATE
* MAG. de SISTEM in mod minim TRANS— : ' (DATA LINES)
(MINIMUM MODE SYSTEM BUS) -} g >

'

'

'

+ CEIVERS
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3086 CPU — Tabela Vettorilor dé intrertipere

« Intreruperi vectorizate

« Asociere cod(type) < eveniment

— evenimente interne: type O, 1, 3, 4

— evenimente externe: type 2, 32, 33 ...

— interne/externe relativ la CPU

e CS+|P=adresalSR

 Perioritatile evenimentelor

— fixe la nivel de CPU
— configurabile la nivel de PIC

3FFR\

| TYPE 255 POINTER:
(AVAILABLE) sron
~ ~L
~ ~
224
[ TYPE33POINTER: |
(AVAILABLE) aan
[ TYPE32POINTER:
(AVAILABLE) son
| TYPE31POINTER:
(RESERVED) -
~ ~
; iy
TYPE 5 POINTER:  _|
(RESERVED) . j
| TYPE4POINTER:
OVERFLOW Lo
[ TvPE3POINTER:
1-BYTE INT INSTRUCTION | .
| TYPE2POINTER:
NON-MASKABLE o
TYPE 1 POINTER:
a SINGLE-STEP
| CSBASEADDRESS __ TYPE 0 POINTER:
P OFFSET DIVIDE ERROR o

<«—— 16BITS —>»
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8086 — Prioritatea executieifintréruperilor

TIP NUME PRIORITATE

Interna  Divide Error, INT instruction (Software), INTO (Overflow) Cea mai mare
Externa NMI (Non Maskable Interrupt Request) mare
Externa INTR (Interrupt Request) mica

Interna  Single-Step (Trap) — folosit ca instrument pentru depanare Cea mai mica
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8086 — Algoritmul de’intreryperé

| I
| EXEC. INSTR. INCARCARE PE || |
| CURENTA STIVA: FLAGS | I |
I
| v | - —
STOCARE I | |exec. RUTINA DE] |
I TEMP = TF | I TRATARE AINT. |-
| 7 S T—
I RESETARE || DESCARCARE: ]|
| IF&TF |- CS&IP :
| ; ! T !
| INCARCARE PE || [ oEscArcare: |
I STIVA: CS & IP I I FLAGS :
| v I y |
APEL RUTINA DE REVENIRE DIN
I |
I TRATARE AINT. | I iNT. .
| | |
| i DA | | |
| ACCEPTARE L |
| INT. NU : | |
I 0 J¢ v 1 | )
| EXEC. INSTR. CITIRE COD DE | |
| URMATOARE IDENTIFICARE o : | |
I ' :
| > ! |
I |, .
. N |
| _Hardware (structurd microprogramatd) _, | Software |
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8086 — Algoritmul de i

trerupere

, B

9%,

" < | | |
¥ y | - .
COMPLETE SUSh | |
CURR. INSTR. FLAGS Jll—‘I'

= y | - | execute user I
LET | || wTERRUPT |
A TEMP = TF | PROCEDURE |-
NO CLEAR : I POP |
VES IF & TF | IP & CS -
v || I
PUSH I I POP |
CS&IP I I FLAGS :
; I .— * —!
CALL INTERRUPT | RESUME |
SERVICE ROUTINE | -| INTERRUPTED |-
| || Procebure ||
NO : :
TF ACKNOWLEDGE I I |
| 4 INTERRUPT | - )
0 le T | | I
EXECUTE NEXT READ : I |
INSTRUCTION TYPE CODE I | | I
> |1 |
| . :
| ' :

Hardware Lstructura mlcrogrog_ramatal Software

Prioritizare la nivel de CPU
CPU INTERRUPT PRIORITY

Comunicatie pe MAG.
BUS COMMUNICATION

Salvare context
CONTEXT SAVE/STORE

Preemptivitate
PREEMPTION

Depanare
DEBUGGING

Refacere context
CONTEXT RESTORE




Timpul de procesare al intreruperii = timpul scurs de la detectia
(# aparitia) cererii pana dupa salvarea automata (cablata) a
contextulul = Tpro

Tdet = timpul de la aparitie pana la detectie
Tsca = timpul de salvare context aditional (# automat)

Latenta intreruperii:

— timpul scurs de la aparitia cererii pana la prima
instructiune de tratare (¥ salvare software de context)
=Tdet + Tpro + Tsca

Structura si Organizarea Calculatoarelor



Clasa de intrerupere Timpul de procesare

INTR (intrerupere Externd Mascabila)

NMI (intrerupere Externd Nemascabila)

INT (cu vector)

INT Cod 3 (Software Interrupt — instructiunea INT)
INT Overflow

Single-Step (Debug)

61 perioade
50 perioade
51 perioade
52 perioade
53 perioade
50 perioade



8086 CPU — Latenta Tnfreruperﬂl(nepré"emptiv)

* Ipoteza de calcul:

— INTR, Tpro =61, Tsca=0

— iInstructiunea curenta: IDIV dureaza 184 perioade
e Cel mai scurt timp posibil:

— Cererea apare la sfarsitul executiei IDIV
« 61 +1 =062 perioade de CLK

* Cel mai lung timp posibil:

— Cererea apare la inceputul executiei IDIV
61 + 184 = 245 perioade de CLK

Structura si Organizarea Calculatoarelor



The 8086 Family User’s Manual, Intel Corporation, October 1979

The Intel Microprocessors 8" Edition, B.B. Brey, Pearson Education, 2009

https://usermanual.wiki/Document/Intel8086FamilyUsersManual.2660397397/view

https://userpages.umbc.edu/~squire/intel book.pdf

https://en.wikipedia.org/wiki/Intel 8086

Structura si Organizarea Calculatoarelor
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https://userpages.umbc.edu/~squire/intel_book.pdf
https://userpages.umbc.edu/~squire/intel_book.pdf
https://en.wikipedia.org/wiki/Intel_8086
https://en.wikipedia.org/wiki/Intel_8086

0

Implementari folosmd 8086 CPU

I\/IYCRO 1 . %

* Printre primele SBC (Single Board Computer) : MYCRO-1

» (Raspberry Pi este un SBC)
https://en.wikipedia.org/wikiMYCRO-1

« Cum arata un single board computer:
https://www.worthpoint.com/worthopedia/intel-vintage-multibus-8086-cpu-1801654264

OO T i 1



https://en.wikipedia.org/wiki/MYCRO-1
https://en.wikipedia.org/wiki/MYCRO-1
https://en.wikipedia.org/wiki/MYCRO-1
https://en.wikipedia.org/wiki/MYCRO-1
https://www.worthpoint.com/worthopedia/intel-vintage-multibus-8086-cpu-1801654264
https://www.worthpoint.com/worthopedia/intel-vintage-multibus-8086-cpu-1801654264
https://www.worthpoint.com/worthopedia/intel-vintage-multibus-8086-cpu-1801654264
https://www.worthpoint.com/worthopedia/intel-vintage-multibus-8086-cpu-1801654264
https://www.worthpoint.com/worthopedia/intel-vintage-multibus-8086-cpu-1801654264
https://www.worthpoint.com/worthopedia/intel-vintage-multibus-8086-cpu-1801654264
https://www.worthpoint.com/worthopedia/intel-vintage-multibus-8086-cpu-1801654264
https://www.worthpoint.com/worthopedia/intel-vintage-multibus-8086-cpu-1801654264
https://www.worthpoint.com/worthopedia/intel-vintage-multibus-8086-cpu-1801654264
https://www.worthpoint.com/worthopedia/intel-vintage-multibus-8086-cpu-1801654264
https://www.worthpoint.com/worthopedia/intel-vintage-multibus-8086-cpu-1801654264
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Implementari folosind;8086,CPU

Xerox NoteTaker

« Printre primele laptop-uri : Xerox NoteTaker
https://en.wikipedia.org/wiki/Xerox NoteTaker

Xerox NoteTaker

—_—

........
Ll r i) .
LAt = 08 .

AL N _."‘.,.- -

” PN vy

The first laptop. But it couldnt really fit on your lap.

Structura si Organizarea Calculatoarelor
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Intel 8051
Core
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1980, Harvard hibrid, CISC, 110 instructiuni

2
2 .

P1.0] 1 40 []vcCC

- P11 2 39 [1P0.0

Nucleu (Core) = CPU + periferice P12 3 38 P01
P1.3[] 4 37 [1P0.2

P1.4] 5 36 [ 1P0.3

. - . .- P1.5] 6 35 [1P0.4

Nucleul dispozitivelor din familia MCS 51 p16C] 7 32 B pos
P1.7] 8 33 [1P0.6

, y _ . RESETC] 9 8051 32 [1P07
Aplicatiile tinta: sisteme incorporate A} 10 gy LA
’ ’ Txd[] 11 30 [ ALE

INTO] 12 29 [JPSEN

: T : INT1[| 13 28 [1P2.7
Versiune initiala: tehnologie NMOS /oot 14 57 5poe
T/C1] 15 26 [ 1P25

: _ WRL] 16 25 [1P2.4
Versiunea CMOS: consum mai redus RDL| 17 24 P23
CRISTAL1[ | 18 23 | 1P2.2

— Aplicatii cu alimentare de la baterie CRISTAL2L] 19 22 P21
GND[] 20 21 [ 1P2.0

a=

Structura si Organizarea Calculatoarelor



* 5 surse de intrerupere:
— 2 externe (INTO si INT1)
— 2 de la modulele Timer (TFO si TF1)
— 1 de la modulul de comunicatie UART (Rl sau TI)

 Activare/dezactivare individuala

 Prioritate configurabila la nivel de nucleu

— prioritate pe 2 niveluri
 prin software, se poate adauga al treilea nivel

Structura si Organizarea Calculatoarelor
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8051 Core — Tntrerupeﬁ

INTO si INT1

— iIntreruperi externe

— active pe palier sau front
— mascabile

Nu exista intreruperi nemascabile

Salvarea contextului pe stiva

— HW - microprogramat : doar registrul PC

— SW - PUSH: PSW & registre de uz general — daca e necesar
« Posibilitate de reducere a timpului de salvare context

Salvarea contextului din registre

— banc de registre dedicat tratarii intreruperii
— selectia bancului: in registrul PSW

Structura si Organizarea Calculatoarelor
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8051 Core — Intrerupér

Bit

PSW

" { 1FH
7 6 g 4 3 2 1 0 18H
10 { 17H
cy AC 0 | rs1 | Rso | ov = p 10H
o1 { OFH
08H
00 { 07H
0

>

CY, fanion de transport (Carry Flag)
AC, fanion auxiliar de transport (Auxiliary Carry Flag)
FO, semnificatie stabilita de utilizator (Flag 0)

RS1, RSO0, biti de selectie a bancului de registre
(Register Bank Selector)

OV, depasire (Overflow)
—, semnificatie stabilita de utilizator
P, fanion de paritate (Parity Flag)

Structura si Organizarea Calculatoarelor

4 bancuri a
cate 8 registre
RO- R7
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C..

Intreruperi cu
Fanlor) Registrul IE Registrul IP prioritate crescuta
(Flag bit)
o . o S
INTO ITO IE0 f—>}—0” o—of o
1 ; >
[ ]
.
L AN '
[ ]
[ ]
[ ]
.
H o >
TFO »—o” 0—ot o o\
' > Prioritizare
H | — in caz de
E intreruperi
H o R simultane
[} > .
0 l R ' cu aceeasi
INTL ——o” IT1 El f>—0” 0—of o o\ rioritate
1 E >
L L |
[ ]
[ ]
.
.
[ ]
' o >
TF1 »—o” o—ot o o\
[ ] ~
! > Intreruperi cu
E prioritate scazuta
TI ' [, >
> o—o" o
—1 (- =
[ ]
)
_) \
Enable Enable general

individual (global)
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8051 Core — Actlvarea mtrer.upérllor i

SIMBOL | Functia bitului din registrul IE (Interrupt Enable)

EA Activeaza/Dezactiveaza tratarea tuturor intreruperilor. EA = 0 — nicio intrerupere nu va fi
tratata. EA = 1 — fiecare intrerupere va fi tratata daca bitul aferent intreruperii este activ.

Rezervat implementarilor viitoare. A nu se scrie valoarea 1.

ET2 Cronometru 2 (Timer 2) (doar 8052) activare/dezactivare (1/0)

ES Port Serial — Comunicatie seriala (Serial Port) activare/dezactivare (1/0)

ET1 Cronometru 1 (Timer 1) activare/dezactivare (1/0)

EX1 Intrerupere externa 1 (External Interrupt 1) activare/dezactivare (1/0)

ETO Cronometru O (Timer 0) activare/dezactivare (1/0)

EXO Intrerupere externa 0 (External Interrupt 0) activare/dezactivare (1/0)
Bit 7 6 5 4 3 g 1 0

Interrupt
Enable EA ET2 ES ET1 EX1 ETO EXO
Reg.
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8051 Core — Prioritatea intreruperilor* ™"

SIMBOL | Functia bitului din registrul IP (Interrupt Priority)

Rezervat implementarilor viitoare. A nu se scrie valoarea 1.

Rezervat implementarilor viitoare. A nu se scrie valoarea 1.

PT2 Cronometru 2 (Timer 2) (doar 8052) prioritate mare/mica (1/0)
PS Port Serial — Comunicatie seriala (Serial Port) prioritate mare/mica (1/0)
PT1 Cronometru 1 (Timer 1) prioritate mare/mica (1/0)
PX1 Intrerupere externa 1 (External Interrupt 1) prioritate mare/mica (1/0)
PTO Cronometru O (Timer 0) prioritate mare/mica (1/0)
PX0 Intrerupere externa 0 (External Interrupt 0) prioritate mare/mica (1/0)

Bit 7 6 5 4 3 2 1 0

I:trzg:ist R PT2 PS PT1 PX1 PTO PX0
eg.
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8051 Core — Prioritatea intreruperilor=«**

» Cazul intreruperilor la fel de prioritare
 rezolvat printr-un mecanism intern de interogare

SURSA PRIORITATE

1 IEO Intrerupere externa 0 (External Interrupt 0) Cea mai mare
2 TFO Cronometru O (Timer 0)

3 IE1 Intrerupere externa 1 (External Interrupt 1)

4 TF1 Cronometru 1 (Timer 1)

5 RI + Tl Comunicatie seriala (Serial Port)

6 TF2 + EXF2 Cronometru 2 (Timer 2) (doar 8052)  Cea mai mica
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1. Ciclul al z-lea nu este ultimul ciclu de 1 I
executie al instructiunii . ¢

. | i
| _Hardware (structura microprogramata) _,  Software

I
. : I
v 2. Instruct td este RET/ o
I EXECUTA <erire i registrul I sau i registrul 1P | || executApeLa ||
I INSTRUCTIUNEA 3. Instructiunea curentd face parte . ADRESA .
Dy dintr-o rutind de tratare a intreruperii. I I
I CURENTA Noua intrerupere are o prioritate mai VECTORULUI I
I micd sau egald cu intreruperea curentd I : .
C I Y |
z | .

| APEL ISR :
[ |9 ' |1 (optional) |

' Cz+1 ] . :
I l----l.----.‘ : I + I
| NU | I EXECUTAISR |
I : PUSH
| ] “DETERMINA 1) psw (optional) |
| : INTRERUPEREA | | v .
| s Ko e
I ; | ||j BANCUL DE REG.
| : | | (optional)

: NU v |
| % ........... SE POATE . COD ISR DE APLICATIE |
| 5 EFECTUA LCALL? |

DA I POP

: v | ! PSW (optional) I
| h LCALL | | |

(ACCEPTARE || RETI
I EXECL INSTR. TNTRERUPERE) I - | (REVENIRE DIN ISR) I
| URMATOARE (PUSH PC) ¢ I ! | I
| l . .
| POP || |
| PC |
| I



e

| 1. Cycle z is not the last cycle of the — Prioritizare la nivel de CPU
1 current instruction | . ¢ I lorz R
| 5 G . L ) CPU INTERRUPT PRIORITY
I EXECUTE t. I:rrelnpt instruction is RETI or a write I | EXECUTE FROM
CURR. INSTR. wlisEr : .
I 3. Interrupt already in progress: | | VECTOR I Comunicatie pe MAG
I New interrupt has lower/equal priority I . ADD:ESS : BUS COMMUNICATION I
Cz | ! |
I 'l CALL ISR :
| | : Salvare context
| |9 . : (optional)
' Cz+1 ] | + CONTEXT SAVE/STORE
'
I t----ll----.. I I II
I NO | i EXECUTE ISR | Preemptivitate
| 4 PUSH / PREEMPTION
| ; COMPUTE LI} psw (optional) |
| E YES FIGHEST | | 2 ' Depanare
H PRIORITY
| 5 INTERRUPT | CHANGE l DEBUGGING
I ; | || REGISTER BANK |
| ; » |, (optional) Refacere context
I t1......NO o LCALL | CONTEXT RESTORE
| POSSIBLE? |
| YES ' I
| < ) 4 Il
| LCALL | 'I_‘
(ACKNOWLEDGE I ||
| |1 Execute Next INTERRUPT) - |
| INSTRUCTION (PUSH PC) | | I
| I v I .
| POP |1 |
| PC | | |
. ’ | -
v jd .
I Hardware (structura microprogramata Software ¢ =)
______________ hd ~LR Lokl 1 ItV ddl - ]



1 ciclu masina = 6 stari = 12 perioade de ceas

s1 | s2 | s3 | sa | s5 | s6 ! 51
P1 P2'P1 P2'P1 P2'P1 P2'"P1 P2'P1 PZ_EI P2 ' e ° °

CLK

Structura si Organizarea Calculatoarelor



8051 Core — Analiza tif"npului o

@

« Inregistrarea cererii: in S5P2

T

Verificare (Polling) si prioritizare in caz de intreruperi “simultane”:
in urmatorul ciclu

Tpro = 3 x12 perioade + salvarea microprogramata a contextului

S6

P2

S1 ‘

C 12— 3—H——C4—I—C5— - - -

Uy

Apare
cererea

Cererea este
inregistrata (latched)

N Y N\
Verificare si LCALL (Long Call) spre adresa Rutina de tratare
prioritizare vectorului de intrerupere a Intreruperii

Structura si Organizarea Calculatoarelor



8051 Core — Latenta Tri"treruper;ij (nepreemptiv)

e Cel mai scurt timp posibil:

— Cererea apare la sfarsitul S5P1
« 3(C1) +12x3(C2, C3, C4) = 39 perioade de CLK

« Cel mai lung timp posibil:
— Cererea apare lainceputul S5P2

. 3(CO0) + 12 x4 (C1, C2, C3, C4) = 51 perioade de CLK

— Cererea apare lainceputul S5P2 + intarzieri din cauza
instructiunii curente (MUL, DIV, RETI, acces la IE sau IP)

« 3(CO0) + 12 x8 =99 perioade de CLK

Structura si Organizarea Calculatoarelor



* Intel MCS51 Microcontroller Family User’'s Manual, 1994

e http://web.mit.edu/6.115/www/document/8051.pdf

o https://en.wikipedia.org/wiki/Intel MCS-51

Structura si Organizarea Calculatoarelor


http://web.mit.edu/6.115/www/document/8051.pdf
http://web.mit.edu/6.115/www/document/8051.pdf
https://en.wikipedia.org/wiki/Intel_MCS-51
https://en.wikipedia.org/wiki/Intel_MCS-51
https://en.wikipedia.org/wiki/Intel_MCS-51
https://en.wikipedia.org/wiki/Intel_MCS-51

Arhitecturile
ARMv4, ARMv5, ARMv6
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Arhitectura ARMv5S

« 1993, Harvard sau von Neumann, ARM RISC, 51 instructiuni
* Foloseste notiunea de: "Exceptie” (Exception)
« 7 tipuri de exceptii

« 7 moduri de executie (Processor mode)

— Modul utilizator: acces limitat la resurse
— 6 moduri de executie privilegiata

+ System mode — OS tasks

» 5 exception modes

Structura si Organizarea Calculatoarelor ' l



Mod de Abre- Codificare Descriere si utilizare
executie viere binara

User Sr 1 0000 Executie normala a programului
FIQ fig 1 0001 Viteza marita la: transferul de date / tratarea intreruperilor
IRQ irg 10010 Tratare intreruperi de uz general
Supervisor SvC 10011 Mod protejat folosit de sistemul de operare
Abort abt 10111 Implementare memorie virtuala si/sau
mecanism de restrictionare a accesului la memorie.
Undefined und 11011 Simularea software a coprocesoarelor hardware
System Sys 11111 Executia task-urilor sistemului de operare in mod privilegiat

(drepturi depline de acces la resurse)



Mod de Abre- Codificare Descriere si utilizare
executie viere binara

User Sr 1 0000 Executie normala a programului
FIQ fig 1 0001 Viteza marita la: transferul de date / tratarea intreruperilor
IRQ irg 1 0010 Tratare Tntreruperi de uz general
Supervisor svc 1 0011 Mod protejat folosit de sistemul de operare
Abort abt 10111 Implementare memorie virtuala si/sau
mecanism de restrictionare a accesului la memorie.
Undefined und 11011 Simularea software a coprocesoarelor hardware
System Sys 11111 Executia task-urilor sistemului de operare in mod privilegiat

(drepturi depline de acces la resurse)



Mod de Abre- Codificare Descriere si utilizare
executie viere binara

User Sr 1 0000 Executie normala a programului
FIQ fig 1 0001 Viteza marita la: transferul de date / tratarea intreruperilor
IRQ irg 1 0010 Tratare Tntreruperi de uz general
Supervisor svc 1 0011 Mod protejat folosit de sistemul de operare
Abort abt 10111 Implementare memorie virtuala si/sau
mecanism de restrictionare a accesului la memorie.
Undefined und 11011 Simularea software a coprocesoarelor hardware
System Sys 11111 Executia task-urilor sistemului de operare in mod privilegiat

(drepturi depline de acces la resurse)



Reset

Instructiune nedefinita
Software Interrupt (SWI)
Prefetch Abort

Data Abort

Rezervat

IRQ (Interrupt)

FIQ (Fast Interrupt)

SVC
UND
SVC
ABT
ABT

IRQ
FIQ

+0x00
+0x04
+0x08
+0x0C
+0x10
+0x14
+0x18
+0x1C



ARMv5 — VVectori de mtrerupere — implémentare

OxXXXX 0000: 0xE59FFA38 RESET: |dr pC, [pc, #reset]
OxXXXX 0004: 0xEA000502 UNDEF: b instrNedefinita
OxXXXX 0008: 0xE59FFA38 SWI: ldr pc, [pc, #swi]
OxXXXX 000C: 0xE59FFA38 PABT: ldr pc, [pc, #prefetch]
OxXXXX 0010: oxES9FFA38 DABT: ldr pc, [pc, #data]
OxXXXX 0014: OxES9FFA38 ---: ldr pcC, [pc, #rezervat]
OxXXXX 0018: 0xE59FFA38 IRQ: ldr pc, [pc, #irq]
OxXXXX 001C: oxE59FFA38 FIQ: ldr pc, [pc, #fiq]

Nota:

Tabela poate Tnhcepe de la 0x0000 0000 sau de la OxFFFF 0000
(extragere instructiuni din FLASH — lenta — sau din SRAM — rapida)

Structura si Organizarea Calculatoarelor
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ARMV5 — Prioritatea exceptulor» ‘

| | NI Prio- B B
» Bitl=1:IRQ disable

« BitF=1: FIQ disable

Reset

Data Abort

 FIQ, IRQ — active pe palier sau front Fast Interrupt Request
Interrupt Request
Prefetch Abort

Software Interrupt

o o 0o~ W N
N e
1
1

Undefined Instruction
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ARMVS — Registrele:CRU (i contextl exce'[;ﬁi‘ib':f)

User and
System
+ RO-R7 0 )
— accesibile din orice mod de R1
executie R2
R3 _
" } Comune/Partajate (Unbanked)
* Rn’ Rn—mOd RS Individuale/Multiplicate HW (Banked)
— registre diferite R6 - N
. . . FIQ
* locatii de memorie diferite R7 j
R8 R8_fiq
) ) R9 R9_fiq
* Registrul de tip spsr_mod x0 | [R10.fia
R11 R11_fiq
— saved program status R12 R12_fiq IRQ Supervisor  Undefined Abort
— un reglstry defjl_cat '.fle?al'UI mod R13 SP R13 fig | |R13_irg | |R13_svc | |R13_undef | |[R13_abt
de executie privilegiata R14LR | |R14 fiq | |R14_irq | |R14_svc| |R14_undef| |R14_abt
R15 PC
cpsr
- spsr_fiq | |spsr_irq | |spsr_svc| |spsr_undef| |spsr_abt
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ARMvS — Algoritmul éXCeptiilor;.

b

EXEC. INSTR.

CURENTA (a) R14_mod = PC+4

(b) SPSR_mod = CPSR
(c) CPSR[4:0] = mod
(d) CPSR[5] = 0

(e) CPSR[7]1=1

A 4

| Exec. RUTINA DE |
| TRATARE AINT.

A 4

PC = Adresa I
vectorului |
| 2 |
SALT LA RUTINA SPSR_mod I
DE TRATARE A INT. | PC = I
adresa de retur |.
v |
< CITIRE Explicatii | I
A 4 ADRESA ISR (a) salvare adresa de retur | I
EXEC. INSTR. b) salvare registru de stare
. | (: g :
URMATOARE (c) schimbare mod procesor | |

(d) executie instructiuni ARM
(e) dezactivare intreruperi IRQ

I
I
|
I
I
I
I
I
I
I
I
4 | | CPSR =
I
I
I
I
I
I
I
I
I
I
I

3 Hardware (structura microprogramata) L Softwarej
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ARMV5 — Algoritmul éxceptiilor{:

—— - . | o=
_ _Hardware (structura microprogramata) _ | Software |

——
I _+ I I I Prioritizare la nivel de CPU
A 1 | la nivel de CPU
| EXECUTE CURR & F | ﬁ CPU INTERRUPT PRIORITY I
| INSTRUNCTION. (a) R14_mode = PC+4 | I
| (b) SPSR_mOde = CPSR Q |J | I Comunicatie pe MAG.
(c) CPSR[4:0] = mode : BUS COMMUNICATION
I
| (d) CPSR[5] =0 Il  execute |
| (e) CPoRi7 =1 | | ISR | Salvare context
: : I CONTEXT SAVE/STORE
| |
I PC= I . Preemptivitate
DA | |
| Vector address | PREEMPTION
| | |p— ==
| I CPSR = I Depanare
| .0 SPSR_mode DEBUGGING
: DA JUMP TO ISR ] bC o |
| | return address I Refacere context
CONTEXT RESTORE
| h ﬁ I .
I READ Explicatii | | |
| ISR ADDRESS (a) salvare adresa de retur | I
EXECUTE NEXT L T (b) salvare registru de stare . I
I C— I
INSTRUCTION (c) schimbare mod procesor | I
I (d) executie instructiuni ARM | . .
(e) dezactivare intreruperi IRQ | |
I I
I
I I



ARMV5 — Analiza timpilui

« Low latency interrupt configuration

— specific implementarii:
 existenta mecanismului

« functionarea mecanismului
» efecte asupra memoriei/perifericelor procesorului

— Instructiuni multi-access intreruptibile

Structura si Organizarea Calculatoarelor



Timpul maxim pt. ca cererea sa fie detectata
— Tsyncmax = 4 perioade CLK

Timp de exec. al instructiunii LDM (Load Multiple)
— Tldm = 20 perioade CLK

Timp de intrare in Data Abort

— Texc = 3 perioade CLK

Timp de intrare in FIQ
— Tfiqg = 2 perioade CLK

Structura si Organizarea Calculatoarelor



ARMVS — Latenta mtrereuperu (nepreemptlv)

« Cel mai scurt timp posibil
— Tsyncmin + Tfiq = 5 perioade CLK

« Cel mai lung timp posibil

— Tsyncmax + Tldm + Texc + Tfiqg = 29 perioade CLK

« Dupa acest timp, incepe executia de la +0x1c (FIQ)

Structura si Organizarea Calculatoarelor



ARM DDI 0100l - ARM Architecture Reference Manual, 2005

ARM DDI 0210C - ARM7 TDMI Technical Reference Manual,
R4pl, 2004

ARM System Developer’s Guide — Designing and Optimizing System
Software, A. N. Sloss, D. Symes, C. Wright, Elsevier MK, 2004

UM10237 — NXP LPC24XX User manual, Rev. 04 — 2009

https://developer.arm.com/ip-products/processors/classic-processors

Structura si Organizarea Calculatoarelor
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https://developer.arm.com/ip-products/processors/classic-processors
https://developer.arm.com/ip-products/processors/classic-processors
https://developer.arm.com/ip-products/processors/classic-processors
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Implementéri folosind:ARMZTDMI

9

Nokia 6110, 3210, 3310

Chiar si in anul 2017, ARM7TDMI era cel mai vandut MCU ARM (aprox. 90buc./secunda)

https://en.wikipedia.org/wiki/ARM7#ARM7TDMI
https://en.wikipedia.org/wiki/Nokia 6110
https://en.wikipedia.org/wiki/Nokia 3210
https://en.wikipedia.org/wiki/Nokia 3310

Structura si Organizarea Calculatoarelor


https://en.wikipedia.org/wiki/ARM7#ARM7TDMI
https://en.wikipedia.org/wiki/ARM7#ARM7TDMI
https://en.wikipedia.org/wiki/ARM7#ARM7TDMI
https://en.wikipedia.org/wiki/ARM7#ARM7TDMI
https://en.wikipedia.org/wiki/Nokia_6110
https://en.wikipedia.org/wiki/Nokia_6110
https://en.wikipedia.org/wiki/Nokia_3210
https://en.wikipedia.org/wiki/Nokia_3210
https://en.wikipedia.org/wiki/Nokia_3310
https://en.wikipedia.org/wiki/Nokia_3310

Arhitectura
Cortex ARMv8-M

Structura si Organizarea Calculatoarelor
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Arhitectura ARMv8-M

e 2016, von Neumann, ARM RISC
« ARMvV8-M Baseline

 similar cu ARMv6-M, imbunatatita

* set de instructiuni redus (M23: 83 instructiuni)

« numar redus de porti (intre 12k (MO+) si 24k (M3))
 ideal pentru consum redus de energie

« ARMvV8-M Mainline

 similar cu ARMv7-M, imbunatatita

 set de instructiuni pentru procesare complexa de date (M33: =300)
— Ex: operatii pe vectori de date (SIMD); o instructiune = mai multe operatii

« ideal pentru sisteme de calcul de inalta performanta

* Nu contine registre multiplicate (register banks)
* mai putina suprafata de siliciu si mai putin consum de energie

Structura si Organizarea Calculatoarelor



Arhitectura ARMVS-M= TrystZone =

* Tehnologia TrustZone — securitatea executiei

« conceptual similar cu TrustZone din arhitectura Cortex-A
« Optimizat pentru sisteme incorporate de timp real
« optimizat pentru consum redus de energie

— implementare optionala (de catre proiectantii de MCU / SoC)

« Intrerupere Secure sau Non-Secure

« configurabil doar din modul de executie securizat (Secure)
* nu exista restrictii privind tratarea in functie de mod

— acces diferential la resurse / zone de memorie

Structura si Organizarea Calculatoarelor
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Arhitectura ARMv3-M 2 TrustZone

B Branch & Link & Exchange to Non-secure state (BLXNS)

— Salt (branch)
BL

— Salt si creare de legatura de intoarcere
(branch & link)

Branch to Non-secure B:IEL RIS

actual Callabe to entry
function (B) function (BL)

BX Non-secure
— Salt si schimbare catre starea securizata state
(branch & exchange to secure state)

BXNS

Branch to LR & Exchange to Non-secure state

— salt si schimbare catre starea nesecurizata — S -
(branch & exchange to non-secure state) Branch to LR = FUNC_RETURN value (BX LR) \
BLXNS B _ B o -
—  BL si schimbare citre starea nesecurizata g omeecwre Nonecwreelabe o secure
(branch & link & exchange to non-secure state) Call to function Func_entry

BL Func_entry —® SG; Indicate valid entry

Return from function call i BFunc ——» FunFC ’
...; Function

- > . BXNS LR

Structura si Organizarea Calculatoarelor



ARMvS-M

Basellne

______ Bceptie | D | Prioritate _

Reset 1 -4 (maxima)
Secure HardFault (AIRCR.BFHFNMINS = 1) 3 -3
« Prioritate negativa NMI 2 2
o . Secure HardFault (AIRCR.BFHFNMINS = 0) 3 -1
— fixa (Cablata) Non-Secure HardFault 3 -1
Reserved 4-10

« Prioritate configurabila Sveal n Configurabil
— pe 4 niveluri Reserved 12-13

PendSV 14 Configurabil

SysTick 15 Configurabill

External Interrupt O 16 Configurabil

Configurabill

External Interrupt N (N < 496) 16 + N Configurabil



ARMvS-M

Mainline

» In plus fata de Baseline
— exceptii pentru:

— 8 — 256 niveluri de prioritate

securitatea aplicatiei
siguranta in functionare

numarul de niveluri
depinde de implementare

T T T

Reset

Secure HardFault (AIRCR.BFHFNMINS = 1)
NMI

Secure HardFault (AIRCR.BFHFNMINS = 0)
Non-Secure HardFault

MemManage fault

BusFault

UsageFault

SecureFault

Reserved

SVCall

DebugMonitor

Reserved

PendSV

SysTick

External Interrupt O

External Interrupt N (N < 496)

~N o o A WO WN W

- B - B -
@U‘I-bwl\)l—‘ls

16 + N

-4 (maxima)

Configurabil
Configurabil
Configurabil
Configurabil
Configurabil
Configurabil
Configurabil
Configurabill
Configurabill
Configurabill
Configurabill



ARM Cortex M23
MCU Core
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ARMVS-M — Cortex M2

O implementare a arhitecturii

ARMv8-M Baseline

NVIC incapsulat alaturi de Core
— viteza marita de comunicatie

Wake up Interrupt Controller

— conceput pentru imbunatatirea echilibrului intre un
consum redus de energie (sleep) si timpul de
raspuns/reactie specific aplicatiilor de tip Real-Time

implementare optionala
(la alegerea integratorului)

Wake up
Interrupt
Controller (WIC)

Nested Vector
Interrupt
Controller
(NVIC)

Processor core

Memory Protection

Security
Attribution Unit
(SAU)

Secure Memory
Protection Unit
(MPU_S)

Non-secure
Memory
Protection Unit
(MPU_NS)

]

i Embedded
! Trace Macrocell
i (ETM)

Data
Watchpoint and
Trace Unit
(DWT)

Breakpoint Unit

ROM tables

'

E Cross Trigger
' Interface (CTI)
]




8 ®

AN
‘tl

ARMvVS-M — Cortex M23 ®.

Optional Optional TrustZone,
Wake up Interrupt base for system
Controller wide access control
Nested Vectored Industry standard JTAG
Interrupt Controller CPU debug or serial wire

interface through DAP

Armv8-M
Baseline

External Security

; icro T
Attribution Interface Optional Micro Trace

Buffer, shared SRAM
for instruction trace

Optional Breakpoint
Unit with 0-4 breakpoints

Optional Embedded Trace
Macrocell for instruction
trace through TPIU

Optional Memory
Protection Unit.
0/4/8/12/16 Regions

Optional Data Watch
point and Trace unit
with 0-4 watchpoints

Optional Security
Attribution Unit.
0/4/8 Regions

Optional single APB
Cycle 1/0 bus AHBS bus Interface

Structura si Organizarea Calculatoarelor



« Starea unei exceptii:

— inactiva (cerere inexistenta) (Inactive)
— 1n asteptare (spre a fi tratata) (Pending)

— activa (este in curs de tratare) (Active)
* n caz de preemptivitate, ambele(!) exceptii sunt active
— activa si in asteptare (Pending & Active)

« 0 exceptie este in curs de tratare, iar o alta cerere pentru

acelasi tip de exceptie este in asteptare

Structura si Organizarea Calculatoarelor



ARMVB-M — Cortex M23 — Exceptii ==

* Tipuri de exceptii:
o Reset
o NMI
o HardFault
o Secure HardFault
o SVCall
o PendSV
o SysTick
o Interrupt (IRQ)

Structura si Organizarea Calculatoarelor



ARMv8-M — Cortex I\/I2d3 — Excéptii

« Categorii de tratare a exceptiilor

— ISRs
* IRQO - IRQ239
— Secure / Not Secure
— Fault
« HardFault
— Secure / Not Secure
— System

* NMI, PendSV, SVCall, Systick,
HardFault

— Secure / Not Secure

Structura si Organizarea Calculatoarelor
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ARMV8-M — Cortex M23 — yeci'g)ride"e‘i’(?:ep’gie

* Dupa resetarea sistemului, S | I vector

0 Valoare initiala a 0x00
tabela Incepe Ia adresa Pointerului de Stiva (SP)
0x00000000 1 Reset 0x04

— Tabela poate fi relocata apoi 2 NMI_S NMI_NS 0x08
prin setarea registrului VTOR 3 HardFault S HardFault NS 0xOC

4.10 Rezervat Rezervat .
« Configurabil: 1 svcall s svcCall NS 0x2C

NMI si HardFaul = ' ' '
B $I ar ault 13 Rezervat Rezervat 0x30
* prezente in ambele stari 14 PendSV_S PendSV_NS 0x38
(securizata, nesecurizata) 15 SysTick S SysTick NS 0x3C
sau 16 0 IRQO IRQO 0x40
* prezente doar in starea 17 1 IRO1 IROL Ox44
securizata 18 2 IRQ2 IRQ2 0x48

*Doar Tn cazul implementarii

255 239 IRQ239 IRQ239 0xBC

extensiei de securitate



ARMV8-M — Cortex M23 — Excep

fii

Metode de tratare a exceptiilor:

— clasic (nepreemptiv)

Main Y Main
C— !\ f >
— preemptiv (nested exceptions) \ IR /
* limita data de stiva
* nsanudepaseasca 3 sau 4 niveluri
- 1-2kemnel exception 1
— 3-4 aplicatie '.‘
(good practice) ‘.' expeption 2
Ny =7 Lol
max Main v ! Main
C— \ i  exception3 i >
\ B | '
Prioritate: — l
3>2>1 5 ex‘ception n |
¥ ISR2 |
l

]
.
.
L)
.
.
L}
.
.
v
Structura si Organizarea Calculatoarelor



* Metode de tratare a exceptiilor:

— cu sosire intarziata (late arrival exception)

 in cazul in care o alta exceptie mai prioritara survine in timpul
operatiei de salvare de context

« tratarea noii exceptii se face imediat dupa operatia de salvare de
context initiata pentru exceptia anterioara

— imbunatateste viteza de reactie in caz de preemptivitate

exception 1 exception 2

A )
L )
L )
A )
A )
A )

Prioritate: ) Mai.n ‘
2>1

L4

_ &
<
Q
>
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* Metode de tratare a exceptiilor:
— inldntuita (linked)

« In anumite conditii, transferul cu stiva se omite, deoarece contextul

la care trebuie sa se revina este acelasi

exception 1 exception 2

A
A )

Main K

aY
Prioritate: \
1>=2

¥ ISR1

o ISR2/

Structura si Organizarea Calculatoarelor
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ARMV8-M — Cortex M23 — Excéptii =

Cazul intreruperilor la fel de prioritare, in starea de asteptare

Offset in tabela vectorilor
Exception 1 irelevant Offset:
: <b<
Exception 2 C asbsc
Exception 3 a Prioritate:
: el>=e2=e3=¢e4
Exception 4
exception 1 exception 2
".e>‘(ception 3
Main ., i \exception 4 Main
vy f
¥ /
¥ISR1 ISR3 ISR4  ISRY
> > >
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ARMVS-M — Cortex M23 — Exceptil

necesara detectiei si (assigned to IRQ)
memorarii (latching)

* 12— perioada de timp |
formata din timpul de: (HIGH Pulse-Ty garec)

— terminaref/intrerupere a - -

instructiunii curente
— salvare context Program o o

execution N
7

— schimbare de context - — .

Main program
* 13— perioada de timp
pana la urmatorul impuls input signal

(assigned to IRQ)

* t4— perioada de timp - -
necesara pentru

° 11— perioada de t|mp Input signal I A_‘

ty t2 t3 t1 ta

N L (P2
7|\

7S
xception IRQ Handler Exception IRQ Handler  Main program

mA

[ [ [
Ll L L

terminarea executiei IRQ Pending Flag bl o t

rutinei de tratare a (HIGH Level-Triggered)

intreruperii - -—-
Program - o -e
execution

NI (N
. 7

Main program

ya
N

7S
xception IRQ Handler Exception IRQ Handler  Main program

ie
7:<
E




ARMV8-M — Cortex M23 — Excéptii —intrare

« Conditii:
— exista exceptie in starea de asteptare (Pending)
— procesorul ruleaza in modul Thread

— exceptia mai recenta are o prioritate mai mare decat
exceptia in curs (preemptivitate)

 La intrare:

— stocarea informatiilor pe stiva (stacking)

 cadrul de date stocat se numeste stack frame
— cadru scurt (short stack frame)
— cadru extins (extended stack frame)

Structura si Organizarea Calculatoarelor



RO — R3: registre de lucru (folosite

n instructiuni)

SP + 0x20
SP + 0x1C
SP + 0x18

IP — intra-procedure-call register:  sp + ox14

registru pentru transmisia de date
intre rutina si o subrutina de-a sa.

LR — Link Register — contine o
valoare de tip EXC_RETURN

PC — Program Counter

SP + 0x10
SP + 0x0C
SP + 0x08
SP + 0x04
SP + 0x00

< anterior >
XPSR

R15 (PC)
R14 (LR)
R12 (IP)

R3

R2

R1

RO

Structura si Organizarea Calculatoarelor

SP indica aici
anterior intreruperii

— Contextul de stare




L A

Contextul aditional Contextul de stare

R4 — R8, R10, R9: — _
folosite la stocarea SP +0x24 R11 (FP) SP +0x48 < anterior >
variabilelor locale SP + 0x20 R10 SP + 0x44 XPSR

SP + 0x1C SP + 0x40
Pr — Platform register — R9 (P) R15 (PC)
functionalitate SP +0x18 R8 SP +0x3C R14 (LR)
dependenta de platforma SP + 0x14 R7 SP + 0x38 R12 (IP)

SP + 0x10 SP + 0x34
FP — Frame Pointer — i RO "X R3
indica stiva folosita la SP + 0x0C RS SP + 0x30 R2
intoarcere SP + 0x08 R4 SP + 0x2C R1

SP + 0x04 Rezervat SP + 0x28 RO B

Semnatura de
_SP + 0x00 integritate

Contextul aditional:
salvat atunci cand se intrerupe executia securizata, pentru a
trata o exceptie configurata ca fiind nesecurizata

Structura si Organizarea Calculatoarelor



ARMV8-M — Cortex M23 — Excéptii - intrare

« Cadrul scurt este utilizat atunci cand:
— Intrarea se face din starea Non-secure
— sau optiunea Security extension nu este implementata
— sau extended stack frame nu este necesar

e Cadrul extins este utilizat atunci cand:

— o exceptie nesecurizata (Non-secure code) intrerupe o
exceptie securizata (Secure code)

— sau in cazul utilizarii exceptiilor cu sosire intarziata si
exceptia finala este securizata

Structura si Organizarea Calculatoarelor



ARMv8-M — Cortex I\/I2d3 — Excéptii - revenire

* Revenirea din tratarea exceptiei se realizeaza:

— cand rutina de tratare s-a incheiat, si:
* nu exista vreo alta exceptie mai prioritara in asteptare
* nu s-a tratat o exceptie in modul de sosire intarziata

— prin actualizarea registrului PC prin:
- POP
« BXreg
« BX LR (Link Register)

— Link Register contine informatii pentru revenire, nu adresa
de revenire. Informatiile sunt de forma EXC_RETURN

Structura si Organizarea Calculatoarelor
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ARMvV8-M — Cortex I\/I Excep’gi re

Formatul B eewwe fow

* - [31:24] PREFIX Identifica formatul de tip EXC_RETURN
valorii de ti P Se citeste mereu Ob1111 1111

EXC_RETU RN [23:7] Rezervat (RES1)
[6] S Indica daca s-a folosit o stiva securizata (1) sau nesecurizata (0).
*= RESO
[5] DCRS Indica daca e necesara salvarea contextului (1) sau nu este
necesara (0). *= RES1
* valoarea de [4] Rezervat (RES1)
reset, daca
extensia de [3] Mode Indica modul procesor in care s-a produs exceptia. (0 = Handler,
securitate nu este 1 = Thread)
implementata 2] SPSEL Indica pointerul de stiva folosit de exceptie
(O = Pointerul principal, 1 = Pointerul de proces)
[1] Rezervat
[0] ES Indica starea de securitate unde se face tratarea exceptiei (0 =

nesecurizata, 1 = securizata). *= RESO
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ARMVS-M — Cortex M23 — Algaritmul*exceptiei

EXEC. INSTR.
CURENTA

PUSH
Cadru de stiva

(scurt sau extins)

I EXECUTA ||
: ISR :

A -

A\YES "

PC =
adresa vector

I
:
I
I
I
I
I
I
I
\ 4 : . :
CITIRE SALT la | I |
I
I
I
I
I
I
I
I
I
I

ADRESA ISR ISR I?C=va|oarede '
| | tip EXC_RETURN |
L | )

v
EXEC. INSTR.
URMATOARE 1. POP Cadru de stiva
2. Citeste LR Si reface:
modul procesor si SP

(V) . v . |
. _Hardware (structura microprogramatd) _,  Software ;




e ..." = V (N
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ARMV8-M — Cortex M23 — Algégitmul"e‘kéep’giei

Verificarea conditiilor se face in
. paralel cu executia instructiunii. in
| caz de YES, YES, YES, instructiunea

. . se intrerupe si algoritmul continua
SOftwa re ] de la READ ISR ADDRESS.

| —I+ | | | Prioritizare la nivel de CPU
| + | - CPU INTERRUPT PRIORITY
EXECUTE CURR. r I ™ |
| INSTRUNCTION |7 PUSH — —_—
| : Stack frame I_l |_| | I Comunicatie pe MAG.
AN I | : . BUS COMMUNICATION
| NO NO (short or extended) | l EXECUTE |
| PENDING | | ISR | Salvare context
ate- > : CONTEXT SAVE/STORE
| arrivingZ Aves '" | | |
| < PC= | Preemptivitate
| |
| Vector address | ! PREEMPTION
I | |
| —! < | | l Depanare
READ PC = |
JUMP TO ISR . DEBUGGING
| ISR ADDRESS | | EXC_RETURN :
| [ ] | . value |
| | | : Refacere context
| | - | l CONTEXT RESTORE
< I
| v I | Cea mai scurtd secventd
| EXECUTE NEXT | | | de tratare a exceptiei
| INSTRUCTION 1. POP Stack frame l | o . g
| 2. Read from LR and restore: | | Instructiuni intreruptibile
............................... )
| processor mode and SP |
I ||
I I



ARMvV8-M — Cortex I\/I2w3 — Ana]iza timpului

« Pot fi suspendate cele mai lungi instructiuni :

— aritmetice
« Tnmultire
» impartire
— de lucru cu memoria
* incarcare multipla (store-multiple)
» descarcare multipla (load-multiple)

« Larevenire, instructiunea suspendata se reia de la inceput

« Depinde de implementarea procesorului:
— daca asigura eliminarea abaterii (jitter) pentru cea mai prioritara intrerupere

* Reducerea abaterii se realizeaza si prin metodele late-arrival si tail-chaining

Structura si Organizarea Calculatoarelor



ARMvV8-M — Cortex I\/I2w3 — Ana]iza timpului

* In cazul nepreemptiv, fara late-arriving:

— Daca extensia de securitate nu este implementata sau se
utilizeaza cadrul de stiva scurt, latenta intreruperii este
de 15 perioade

— Daca extensia de securitate este implementata si se
utilizeaza cadrul de stiva extins, latenta intreruperii este
de 27 perioade

« Latenta a fost calculata ca numarul de perioade din
momentul aparitiei intreruperii pana la ciclul de acces la
date al primei instructiuni din ISR.

« Calculul exclude eventualitatea vreunei erori (Fault)

Structura si Organizarea Calculatoarelor



ARMv8-M Architecture Reference Manual, 12t release, 30.06.2020

ARM Cortex-M23 Devices Generic User Guide, DUI 1095A,
rev. r1p0, 2018

ARM Cortex-M23 Processor Technical Reference Manual, DDI 0550C,
rev. r1p0, 2016

ARM Cortex-M23 Processor Datasheet, 2020

Procedure Call Standard for the Arm Architecture, IHI 0042J,
Release 2020Q2, Jun 2020

https://developer.arm.com/ip-products/processors/cortex-m/cortex-m23
https://developer.arm.com/documentation/100690/0200
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https://developer.arm.com/ip-products/processors/cortex-m/cortex-m23
https://developer.arm.com/ip-products/processors/cortex-m/cortex-m23
https://developer.arm.com/ip-products/processors/cortex-m/cortex-m23
https://developer.arm.com/ip-products/processors/cortex-m/cortex-m23
https://developer.arm.com/ip-products/processors/cortex-m/cortex-m23
https://developer.arm.com/ip-products/processors/cortex-m/cortex-m23
https://developer.arm.com/ip-products/processors/cortex-m/cortex-m23
https://developer.arm.com/ip-products/processors/cortex-m/cortex-m23
https://developer.arm.com/documentation/100690/0200
https://developer.arm.com/documentation/100690/0200

e https://community.arm.com

Highest performance Fast response Smallest/lowest power
Optimised for _Optimised for . Optimised ff:r
high performance, discrete processing and

rich operating systems

hard real-time applications microcontrollers

)
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https://community.arm.com/
https://community.arm.com/

Comparatia abaterilor:

« Abaterea (Jitter)

= (nr. maxim cicli — nr. minim cicli) / nr. maxim cicli

Procesor (Arhitectura) Nr. max. | Nr. min. | Max. — min. Jitter
cicli cicli

8086 75%
8051 99 39 60 61%
ARM7 TDMI (ARMV5) 29 5 24 83%
Cortex M23 (ARMv8-M) 15/27* 15/27* 0 0%

* extensia de securitate nu este implementata sau se foloseste cadrul scurt
| extensia de securitate este implementata si se foloseste cadrul extins

Structura si Organizarea Calculatoarelor
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Concluzii — perspective acttiales

« Tehnologia de integrare: chip extern VS incapsulare

— NVIC incapsulat alaturi de procesor

— Controller de intreruperi extern incapsulat alaturi de Core, in MCU
« Tehnologia schimbarii si refacerii contextului de intrerupere

— Ocupare variabila a stivei

— Registre dedicate (LR, SP), de uz general si registrul de stare
+ duplicate pentru contextul de executie al intreruperii

— Mecanismul de preemptivitate
 tratarea inlantuita a exceptiilor
* sosire intarziata a exceptiilor
« Determinism perfectibil
— abatereatinde spre 0%

— executia instructiunilor organizata sub forma de pipeline
* majoritatea instructiunilor executate intr-un singur ciclu
* posibilitate de intrerupere la fiecare ciclu procesor

— instructiuni multi-ciclu intreruptibile
« Executie securizata a rutinei de tratare a intreruperii

Structura si Organizarea Calculatoarelor



—_— - Memoria -

— : - analiza comparativa -




Memoria

Compiler: Error at line 40

Me: "What? How? My code
only has 30 lines

Compiler:

Structura si Organizarea Calculatoarelor



« Arhitecturi de calculatoare (dpdv. al interactiunii CPU <> memorie)
— von Neumann (in literatura si sub denumirea: Princeton model)
— Harvard
— Advanced Harvard

— hibrid: mixtura intre von Neumann si Harvard (core Harvard, mem ext. von Neumann)
« ...filosofic vorbind. Practic, este fie von Neumann, fie Harvard.

« Conventia de stocare (endianess)

— Little-endian (lit. Intel convention) — octetul cel mai semnificativ la adresa mai mare

— Big-endian (lit. Network order) — octetul cel mai semnificativ la adresa mai mica

« Aliniere (alignment)
— stocarea datelor/instructiunilor doar la adrese pare

— accesul nealiniat poate conduce la(depinde de target, compilator):
* penalitati de timp
* ocuparea compacta a spatiu de stocare

Structura si Organizarea Calculatoarelor



Memoria — von Neumann vseHaTvard' g

von Neumann

Data
Memory

CPU

Harvard

Data
Memory

CPU




Memoria — Clasificare

* Tip de acces (din perspectiva CPU):.
— Read-Write (ex: RAM)
— Read-Only (ex: ROM)

» Retentia datelor (volatilitate) la scoaterea de sub tensiune:
— Volatila (ex: RAM)
— Nevolatila (ex: ROM, NVRAM)

 Accesibilitate

— Sincrona - citire/scriere doar in anumite cuante de timp (ex: DRAM —intre refresh-uri)
— Asincrona — citire/scriere oricand (ex: SRAM)

* Mod de stocare si acces fizic

— Secvential (liniar) (ex: Magnetic Tape)
— Direct (liniar pe mai multe nivele) (ex: Disk)
— Random (matrice) (ex: DRAM, SRAM)

Structura si Organizarea Calculatoarelor



Memoria — Clasificare

« Acces direct/indirect
— memorie principala (in lit. primary sau main) (ex: RAM)

— memorie secundara (secondary) (ex: Hard Disk Drive)
: S d
...booting OS ? econdary
_ Memory
...task execution ?
CPU Primary t
Memory Secondary
Memory Control

A Direct A A Direct A

‘ Indirect ‘

s----------------------------------J

Structura si Organizarea Calculatoarelor



Memoria — Exemple

« Memorie Read-Only (ROM)

— mask ROM — scriere din fabrica (low-cost)

— PROM (Programmable ROM) — scriere cu dispozitiv programator
— EPROM (Erasable PROM) — stergere totala prin expunere la UV
— Flash EPROM — stergere totala electrica

— EEPROM (Electrically Erasable PROM)  —scriere la nivel de octet

« Memorie Read-Write
— DRAM (Dynamic RAM)
* un bit de informatie = un condensator + un tranzistor

* elementul de stocare: condensatorul

— trebuie reincéarcat atunci cand stocheaza “1” logic, din 2 motive:
» pierde sarcina electrica (charge leakage)
» Citirea este un proces destructiv

— SRAM (Static RAM)
* un bit de informatie = un flip-flop = 4 tranzistori
» elementul de stocare: flip-flop-ul

— NVRAM (Non-volatile RAM)
* RAM + baterie + circuit de control al bateriei

Structura si Organizarea Calculatoarelor



Memoria — Exemplu =

Ay

¢ oo

®

SRAM —1S61CBAAL

WRITE OPERATION

- twe -
ADDRESS >< VALID ADDRESS X
<« tHA
OF 7[ 5‘
CE Low
- taw .
tPwE+ >
=4 NN -
WE <; ﬁ; )7
tsa = = <« tHZWE—> <« tLZWE—>
HIGH-Z VO
DouTt DATA UNDEFINED
N—
<«— tsD—|«—tHD ]
DIN >k DATAIN VALID

NC [ 1 ise1ceanr 22 VOD
Atz [z 270 WE
A7 [Os 26[] NC
as [ 4 25[] A8
A5 [ 5 24[] A9
A4 e 231 A11
A3 []7 22[] CE
Az []s 211 A10
At e 20[] CE
Ao [ 10 191 o7
/oo [ 11 18] 106
o1 [ 12 17[] vos
1oz [ 13 16[] 104
GND [] 14 15[] vo3
8K x 8
AD-A12 |::> DECODER :> MEMORY ARRAY
VDD ——»
GND =—»
COLUMN I/0

/00-1/07 <::>

/0
DATA
CIRCUIT

A

A

CONTROL
CIRCUIT

TRUTH TABLE

Mode WE CE OE I/0Operation Vop Current
Not Selected X H X High-Z IsB1, IsB2
(Power-down)

Output Disabled H L H High-Z lcc
Read H L L Dourt Icc
Write L L X DiN lcc




Memoria — Exemplu =

AT28C64B
NC |1 28[1VCC
Al2[]2 27 [ WE
A7 13 26 _INC
A4 251 A8
A5[]5 24 1 A9
A4[]6 231 1AM
A3[|7 22 [10E
A2[]8 21 1 A10
A1]9 20 [ CE
A0 []10 19 1 1107
/00 ] 11 18 [11/06
/01 ] 12 17 1 1/05
/02 ]13 16 |1 1104
GND ] 14 151 1/03
Mode CE |OE |WE] V0O
Read Vi 1V Vin] Dour
Write'® Vie [Vvia [Vvic] ow
Standby/Write Inhibit | V,,; | X" ] X [High Z
Write Inhibit X X IVn
Write Inhibit Vi | X
Output Disable Vig | X JHighZ
Chip Erase Ve vi® |V, [High Z

vee — DATA INPUTS/OUTPUTS
GND— /00 - /07
O
FA4aiann
OF OFE CE e >
WE—» E, CE and WE DATA LATCH
__ LOGIC | INPUT/OUTPUT
- : BUFFERS
—| Y DECODER > OATING
ADDRESS -
INPUTS| | ; CELL MATRIX
X DECODER
7 IDENTIFICATION
PAGE WRITE OPERATION

OF

A0 -A12

DATA

e

C'.

EEPRON — AT28C64B

/L

ryi

twp

L — PRIIEN
tas \ /
tan

= N\ N\ ST\
e WaaWaW

[&4

17
VALID ADD X X X
ry /L
tDS 17 7/
/L /L
\ 7/ 7/
T D G ¢ XX
/! ryi i
BYTE 0 BYTE 1 BYTE 2 BYTE 3°/ BYTE 62 BYTE 63 o

’4— twe



Costul unei memorii este invers proportional cu timpul de acces

Memoria ideala ?
— costredus
— densitate mare (spatiu de stocare raportat la suprafata)
- RAM
— timp redus de acces
— read/write
— nevolatila
— numar nelimitat de scrieri/citiri
— imuna la erori
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Memoria Cache.
Memoria virtuala
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Memoria Cache. Memoaoria Vlrtuala

« Memoria Cache, respectiv memoria virtuala creeaza iluzia pentru programator
(pentru programul scris de el) ca memoria de care dispune este:

— mare cat o memorie de tip Disk
— rapida cat o memorie de tip SRAM

« Termenul de memorie Cache reprezinta o implementare si un concept:

— o0 memorie de tip SRAM
— modul de utilizare al acestei memorii SRAM, in raport cu:

* Procesorul
* Memoria Principala (adica urmatoarea memorie din ierarhie - SRAM sau DRAM)

« Termenul de memorie virtuala reprezinta un concept:
— modul de utilizare al Memoriei Principale, in raport cu:
* Memoria Cache, Procesorul
* Memoria Secundara

Structura si Organizarea Calculatoarelor



Memoria — Cache

« Caracteristici generale
— memorie SRAM cu timp de acces foarte redus (ps, ns)
— capacitate de stocare de ordinul megaoctetilor
— apropiata fizic de CPU, acces direct
— stocheaza date frecvent utilizate de CPU
— stocheaza tabel cu descriptori (in sisteme multi-tasking)
— pot exista mai multe, formand o ierarhie de memorii cache

Secondary
Memory

CPU Primary t

Cache Memory Secondary
Memory Control

A
A .'D.iFe.ct.. A ‘ Direct ‘

‘ Indirect ‘

s----------------------------------J
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Memoria — Cache

« Terminologie
— block
— nivel in ierarhie (level in memory hierarchy)
— locality (spatial, temporal)
— hit, miss
— hitrate, miss rate (1 — hit rate)

« Moduri de asociere (mapare) a datelor intre nivele consecutive ale ierarhiei
— mapare directa
— mapare asociativa
— mapare set-asociativa (one-way)
— mapare set-asociativa (two-way)
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Memoria virtuala

e Memoria virtuala

procesul “vede” memoria alocata pentru el
(in RAM, de catre sistemul de operare) ca
pe un spatiu continuu de adrese

de fapt, sistemul de operare poate intarzia
stocarea unor pagini in RAM pana cand
acele pagini vor fi necesare procesului

« Terminologie

adresa fizica, adresa virtuala
address translation

page, page fault

protection

+ Un alt task aflat in executie va putea
accesa doar codul si datele proprii

segmentation
swap space

Structura si Organizarea Calculatoarelor

Physical memory

Virtual Physical
address address (RAM)
(Primary Memory)
0 A 0
4K B 4K C
8K C 8K
16K A
Virtual 50K
memory
24K B
28K

—

Physical memory
(Disk)
(Secondary Memory)



Memoria — Erori

QO clasificare a erorii:

— Hard error: se intampla mereu (periodic)
— Soft error: se intampla sporadic (transient)

* Detectia erori
— Metode implementate fie in Hardware, fie in Software, fie in combinatie
— efect: opreste operatia de citire inainte ca acea data sa fie folosita
— bit de paritate
— suma de control
— CRC

« Corectia erorii
— Metode implementate fie in Hardware, fie in Software, fie in combinatie
— efect: utilizeaza informatii redundante pentru refacerea datei afectate de eroare
— bloc de paritate
— ECC (coduri corectoare de erori)
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&
9%,

Memoria — Generalltatl—Refer t

Q )

« Embedded Controller Hardware Design, Ken Arnold, 2000

« Hennesy & Patterson:
— Computer Organization and Design — The Hardware Software Interface, 3rd ed, 2004
— Computer Architecture — A Quantitative Approach, 4th ed, 2007

COMPUTER COMPUTER ARCHITECTURE
ORGANIZATION
AND Dl SIGN

ORI Inchuded

Tontins saitware deesign fmils o fFh

and 1 full, searchable wersicn of the biok! [ ™) | DAVID A. PATTERSON
/ o 1

JOHN L. HENNESSY

by Ken Hrnold




Intel 8086
CPU
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ADO - AD15 pini de intrare/iesire

— citire/scriere date
— citire instructiuni
— parte din adresa fizica

AD16 - AD19 pini de iesire

— parte din adresafizica

16+4 biti — 220 = 1MB spatiu adresabil

BHE - Bus High Enable

— impreuna cu ADO realizeaza
selectia memoriei (slide urmator)

Structura si Organizarea Calculatoarelor

GND[] 1 40 [ vce
AD14[] 2 39 AD15
AD13[] 3 38 [1A16/S3
AD12[] 4 37 Al17/54
AD11[] 5 36 [ A18/S5
AD10L] 6 35 A19/56

ADOL| 7 34 BHE/S7

ADS[| 8 33 MN/MX

AD7] 9 | 8086 32 [JRD

AD6[| 10 31 HOLD

aps 11| CPU 30 HLDA

AD4[| 12 29 WR

AD3[]| 13 28 M/IO

AD2[| 14 27 DT/R

AD1 15 26 DEN

ADO[| 16 25 ALE

NMIC] 17 24 [JINTA

INTR| 18 23 [ TEST

CLK 19 22 READY

GND[] 20 21 RESET




e

MAGISTRALA de ADRESA

Apg-A;,m = m | N NN
Ao BHE] A TRANSFER
BHE 0 0 | ambii octeti
¢ 0 1 | octetul superior (de la adresa impara)
1 0 | octetul inferior (de la adresa para)
_— —_— 1| 1 |nimi
SEL Ap-Asg SEL Ao-Asg =
Octetii HIGH Octetii LOW
(ADRESE IMPARE)™ (ADRESE PARE)™
512KB 512KB
Do-D; Do-Dy GNDL] 1 40 [ vcc
AD14[] 2 39 [ AD15
AD13[] 3 38 [ A16/S3
) UPPER (ODD) BANK AD12(] 4 37 A17/54
:: LOWER (EVEN) BANK AD11[] 5 36 [1A18/S5
UPPER HALF OF DATA BUS AD10] 6 35 [ A19/56
MvAG|STRALA de DATEV , ) LOWER HALF OF DATA BUS ADOC] 7 31 ﬁéﬂ
(JUMATATEA SUPERIOARA)® ADSL| 8 33 [ MN/VIX
Dis - Dg mm mm mm 1 - AD7L] 9 | 8086 32 | JRD
AD6] 10 CPU 31 [ HOLD
MAGISTRALA de DATE ADS i 30 | HLDA
o <\ (4) ADAL] 12 29 [JWR
(JUMATATEA INFERIOARA) AD3[] 13 28 [ M/I0
D;-Dpmm mm mm 1 N O . ] AD2[] 14 27 [ DT/R
AD1[] 15 26 DEN
ADOL]| 16 25 [JALE
NMIC] 17 24 [JINTA
INTRC] 18 23 [ TEST
CLK] 19 22 [ READY
GNDL| 20 21 [ RESET




Arhitectura de tip von Neumann,

deoarece:

— exista o singura magistrala prin care CPU
poate citi/scrie date,
respectiv extrage instructiuni

(memoriile de cod, date sunt conectate la
aceeasi magistrala de date/adrese)

Spatiul de memorie este unul
continuu la nivel de adresa fizica

8284
CLOCK
GEN.

ADDRESS (AD16 — AD19)

DATA / ADDRESS (ADO — AD15)

CONTROL
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8755A
EPROM

8185
RAM




IP 1i furnizeaza adresa instructiunii
AGBC preia instructiunea din memorie
EU preia instructiunea din coada

MAG. multiplexatd
(MULTIPLEXED BUS)

Unitatea de executie

Unitatea interfata cu MAG.

(EXECUTION UNIT (EU)) (BUS INTERFACE UNIT (BIU))
Registre de Registre de
UZ GENERAL SEGMENT
(GENERAL REGISTERS) (SEGMENT REGISTERS)

Pointer de instructiuni
(INSTRUCTION POINTER)

|

Daca instructiunea necesita acces la
memorie: EU cere AGBC acele date

Operanzn
(OPERANDS)

Generare de adrese si
control al MAG.
(ADDRESS GENERATION
AND BUS CONTROL)

y

Coada de instructiuni
(INSTRUCTION QUEUE)

ALU
A

Y

Fanioane
(FLAGS)

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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8086 — Functionarea suprapusaa'EU’sI'BIU

. CPU: EXECUTE WRITE FETCH EXECUTE FETCH READ EXECUTE
Generatie

anterioara de <
microprocesoare | us: BUSY BUSY BUSY BUSY

EU: EXECUTE EXECUTE EXECUTE
Microprocesorul

3086 { BIU: FETCH FETCH WRITE READ
BUS: BUSY BUSY BUSY BUSY
BIU cycles: | T1.72,713,T4 T1,72,73, T4 T1,T2, T3, T4 T1,T2,73, T4
Operatii aferente
instructiunii cu numarul: 1 3

operatia FETCH . ~
nu este expusa operatia FETCH este realizata timpuriu

n figura (instructiunea este plasata in coada)




Registre generale

AX, BX, CX, DX
accesibile pe 8 bit: H si L
utilizate implicit in anumite instructiuni

DATA
Group

POINTER and
INDEX Group

AX

BX

CcX

DX

15 8
AH AL
BH BL
CH CL
DH DL
I
15
SP
BP
SI
DI

ACCUMULATOR

BASE

COUNT

DATA

STACK POINTER

BASE POINTER

SOURCE INDEX

DESTINATION
INDEX
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Registre de segment
— accesibile doar pe 16 biti

Pointerul de instructiuni (IP)
— stocheaza deplasamentul(offset) fata de valoarea din CS
« CS:IP = adresa urmatoarei instructiuni

Memoria este impartita la nivel logic
in segmente de 2'% octeti = 64 kB

4 registre de segment

— 4 segmente logice (date, cod)
accesibile la un moment dat de catre CPU

Structura si Organizarea Calculatoarelor

Registre de SEGMENT
15 0
Segr(r;scr;t de cs
Seggaetr;t de DS
Seg?tﬁlr;t de sS
el e




AN

L) 39

8086 — Organizarea memoriei <

SIMPLY EXPLAINED

 Little-endian i
— exemplificare pentru cuvant (2 octeti) p .
— exemplificare pentru cuvant dublu (4 octeti) ‘@* M
+ Pointer - folosit pentru adresarea de date/instructiuni BIG-ENDIAN LITTLE-ENDIAN

in afara segmentului curent

LS L=l 4|I-| 5|H 6|H 7IH HEXA
o lo2 f. s 1 6 | HEXA "b’ffa""b'fdf""aaoaa """ o 5151""6'1%6""11%6' "653ﬁ """ 1 'c?ﬁ"'h]h"ri'
0000 | 0010 0101 | 0110 BINAR | | | | A

Valoarea pointerului stocat la adresa 4H:

Valoarea 5602H stocata la adresa 724H adresa bazei segmentului: 3BACH, deplasament: 165H

* Nu exista constrangeri de aliniament
— Dbeneficiu: utilizarea intregului spatiu, fara octeti nefolositi (irositi)

— cuvantul (2 octeti) stocat nealiniat necesita 2 operatii de transfer
(vezi slide-ul cu interfata cu memoria)
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8086 — Organizarea mémoriei

« Memoria este impartita la nivel logic Th segmente
— bazal/inceputul segmentului = valoarea/adresa din registrul de segment
— initializarea bazei segmentului se face in software functie de modelul de memorie utilizat
— un segment poate avea maxim 64kB
— segmentele se pot suprapune partial sau total
— accesul in segmentul curent se face mai rapid decéat accesul in afara lui

« Adresa logica = baza segment (16 biti) + deplasament (16 biti)

Registre de SEGMENT 15 0
15 0 SP STACK POINTER
Segment de cs
Cod BP BASE POINTER
Segment de DS POINTER and
Date INDEX Group
Sl SOURCE INDEX
Segment de
- SS
Stiva
S t DI DESTINATION
egmen
Extra ES ‘ INDEX
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« Adresa logica = baza segment (16 biti) + deplasament (16 biti)
» Adresarea fizica a memoriei se realizeaza prin cei 21 de pini fizici

« Datorita modului de calcul al adresei fizice,
orice segment incepe la o0 adresa multiplu de 16

GND 1 40 VCC
AD14 2 39 AD15
AD13 3 38 A16/S3
AD12 4 37 A17/54
AD11 5 36 A18/S5
AD10 6 35 A19/S6
bazs T AD9L]| 7 34 []BHE/S7
AC24 aza AC?2 4|0 + 0118 AD8L| 8 33 [ MN/MIX
segment AD7L] 9 | 8086 32 [ JRD
15 0 19 30 15 0 AD6[]| 10 31 [ HOLD
AD5 11 CPU 30 HLDA
AD4[] 12 29 [JWR
AD3[]| 13 28 [ M/I0
AD2[] 14 27 [1DT/R
01138 deplasament AC3658 ADRESA AD1[| 15 26 [ DEN
% ADO 16 25 ALE
15 0 FIZICA NIE T 2 5 iNTA
19 0 INTRC] 18 23 [ TEST
CLK 19 22 READY
1 | ADRESA LOGICA = bazs + deplasament 2 | ADRESA FIZICA = bazs <4 + deplasament GNDL 20 21 LI RESET
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8086 — Moduri de adre are® s

e Mod de adresare

modul in care se calculeaza adresa fizica a operandului

 Instructiunile care au ca operanzi registre sau constante:

citirea/scrierea in registru se face direct de catre ALU

constantele sunt preluate din codificarea instructiunii

cele mai rapide instructiuni pentru ca nu necesita comunicatie pe magistrala
cele mai compacte instructiuni deoarece registrele au o adresare pe 8 biti

« Moduri de adresare:

imediata

directa

indirecta prin registru
bazata

indexata

bazata si indexata
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8086 — Adresare |med|ata Adresare directa

 Adresare imediata

— operandul apare explicit in codificarea instructiunii
(operandul este o constanta, o valoare imediata)

mov AX, 1

» Adresare directa
— operandul este un offset fata de adresa indicata de registrul de segment (implicit DS)

.data
val dw 1

.code
mov BX, val ; laasamblare, val va fi inlocuit cu offset-ul in segmentul de date
add BX, [100] ; operandul se afl& in segmentul de date la offset-ul 100
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8086 — Adresare |nd|recta Adresare bazata

 Adresare indirecta

— adresa operandului este suma dintre continutul unui registru (BX, Sl sau DI) si continutul
unui registru de segment (implicit DS)

mov AX, [BX] ; pune in AX continutul locatiei indicate de adresa din BX
mov AX, SS:[SP] ; pune In AX varful stivei (fara a altera stiva, adica SP)

« Adresare bazata® sau indexata®
— adresa operandului este suma dintre continutul unui registru de baza / index si o adresa

de segment
.data
db abc5dupO ; declara un vector de 5 octeti initializati cu 0
.code
mov BX, 2
mov DI, 1
mov AX, abc[BX] ; @ pune Tn AX octetul de pe pozitia 2 din vectorul abc
mov AX, abc[DlI] ; @ pune Tn AX octetul de pe pozitia 1 din vectorul abc
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8086 — Adresare bazata S| mdexata

« Adresare bazata si indexata

— adresa operandului este suma dintre trei termeni: continutul unui registru de baza,
continutul unui registru de index, si un deplasament valoare imediata

mov AX, [BX][DI][4]

- echivalent cu:

mov AX, [BX+SI+4]

: echivalent cu:

mov AX, DS:[BX+SI+4]

: echivalent cu:

mov AX, [BX+Sl].4
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The 8086 Family User’s Manual, Intel Corporation, October 1979

The Intel Microprocessors 8" Edition, B.B. Brey, Pearson Education, 2009

https://usermanual.wiki/Document/Intel8086FamilyUsersManual.2660397397/view

https://userpages.umbc.edu/~squire/intel book.pdf

https://en.wikipedia.org/wiki/Intel 8086
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https://usermanual.wiki/Document/Intel8086FamilyUsersManual.2660397397/view
https://usermanual.wiki/Document/Intel8086FamilyUsersManual.2660397397/view
https://userpages.umbc.edu/~squire/intel_book.pdf
https://userpages.umbc.edu/~squire/intel_book.pdf
https://userpages.umbc.edu/~squire/intel_book.pdf
https://en.wikipedia.org/wiki/Intel_8086
https://en.wikipedia.org/wiki/Intel_8086

Intel 8051
Core
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8051 — Memoria

L Accesul la memoria de date prin:

Q pinii de control RD si WR (Read respectiv Write)

0 adresa 8-bit
(instructiunea are ca operand un registru)

O adresa 16-bit
(instructiunea are ca operand o locatie din memorie)

O Accesul la memoria de program prin:
O semnalul de control PSEN (Program Store Enable)
O semnalul EA (External Address)
O adresa 16-bit

O Adresa 8-bit: pinii portului PO

O Adresa 16-bit este este compusa din:
Q octetul high: pinii portului P2 (P2.0 - P2.7)
Q octetul low: pinii portului PO (P0.0 — P0.7)

Structura si Organizarea Calculatoarelor

P1.0] 1 40 [JvCC
P1.1[] 2 39 [1P0.0
P1.2[] 3 38 []PO.1
P1.3[] 4 37 [ P0O.2
P1.4[] 5 36 [ ] PO.3
P1.5] 6 35 [1P0.4
P1.6[] 7 34 []PO.5
P1.7] 8 33 []PO.6
RESETC] 9 8051 [32_1P0.7
Rxd[] 10 31 [ JEA
d] 11 CPU |30 5 ALE
INTOL| 12 29 [ ] PSEN
INTL] 13 28 [ P2.7
T/CO| 14 27 [1P26
T/C1] 15 26 [ P25
WR[| 16 25 []P2.4
RD[]| 17 24 [1P2.3
CRISTAL 1] 18 23 [1P2.2
CRISTAL2[] 19 22 (P21
GND[] 20 21 [ P2.0
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8051 — Memoria — Organizare s,

O Exista o varianta a circuitului 8051 fara memorie de program integrata

O Spatiul de memorie de program
O 2 posibile configuratii

FFFF FFFF
p1.0] 1 40 [JvcC
P1.1] 2 39 P0.0
P1.2] 3 38 PO.1
P13 4 37 [ P02 69 KB )
P1.4] 5 36 PO.3 Memorie externa
P1.5] 6 35 [_1P0.4 de program
P16 7 34 PO.5 64 KB
P1.7] 8 33 P0.6 . M
RESETC] 9 8051 [32 P0.7 sau Memorie externa
Rxd[] 10 31 EA de program
Txd 11 CPU 30 ALE prog
INTO 12 29 PSEN 1000
INT1] 13 28 P2.7 .
T/co] 14 27 P26 sl
T/C1C] 15 26 [1P25 OFFF
WR[] 16 25 P2.4
RD[] 17 24 P2.3 4.KI? o
CRISTAL 1] 18 23 [(1P2.2 Memorie interna
CRISTAL 2] 19 22 [1P21 de program
GND[] 20 21 P2.0
0000 0000
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O Spatiul extern se acceseaza printr-o instructiune dedicata — MOVX

d Spatiul de memorie de date
0 memorie de 256 B integrata

U péanala 64 KB externi

FFFF

O Primii 128 B pot fi utilizati pe post de stiva (adresare indirecta)

P1.0 1

P1.1 2

P1.2 3

P1.3 4

P1.4 5

P1.5 6

P1.6 7

P1.7 8
RESET 9
Rxd 10

Txd 11

INTO 12
INT1 13
T/CO 14
T/C1 15
WR 16
RD[]| 17
CRISTAL 1 18
CRISTAL 2 19
GND 20

_/

8051
CPU

40 [ vce
39 [ P0.0
38 [ PO.1
37 [1P0.2
36 [1P0.3
35 [ P0.4
34 []PO.5
33 [ P06
32 []P0.7
31 EA
30 [ ALE
29 PSEN

R8T TP27|

|27 P26

26 P2.5|
25 [ P24

1 [ p23]

l23 P22

[22 P21

21 [ P20,

FF
128 B
SFR
Adresare directa
7F
128 B
Adresare directa
siindirecta
00
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Si

0000

64 KB
Memorie externa
de date




8051 — Memoria — Tipu""ri de’adrésare*™"

 Adresare directa. Adresa indirecta ... pointer?
MOV 80H, #0AAH ; scrie 0x0AA in SFR-ul de la adresa 0x80 FFEF

MOV RO, #80H
MOVX @RO, #OBBH ; adresare indirecta

; scrie 0xOBB la adresa 0x80 din memoria externa
: rezultat identic cu:

FF .
128 B 2
MOVX 80H, #O0BBH ; adresare directa SFR
Adresare directa
7F
128 B
Adresare directa
siindirecta
00 0000

Structura si Organizarea Calculatoarelor

64 KB
Memorie externa
de date




* Intel MCS51 Microcontroller Family User's Manual, 1994

o http://web.mit.edu/6.115/www/document/8051.pdf

« https://en.wikipedia.org/wiki/Intel MCS-51
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http://web.mit.edu/6.115/www/document/8051.pdf
http://web.mit.edu/6.115/www/document/8051.pdf
https://en.wikipedia.org/wiki/Intel_MCS-51
https://en.wikipedia.org/wiki/Intel_MCS-51
https://en.wikipedia.org/wiki/Intel_MCS-51
https://en.wikipedia.org/wiki/Intel_MCS-51

(Classic) ARMv4
Architecture
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ARM7TDMI Core in AT91M40800 MCU*

AT91M40800
R < nRST
D AT91M408OO Embedded eset
ICE
0 MCU fara memorie Flash incorporata @ D0-D15
ARM7TDMI P A1-A19
L EBI — External Bus Interface Processor Core > AO/nLB
O interfata de magistrala ce permite A ASB » nRD/nOE
conectarea cu diverse alte module 8KB SRAM > “‘\;"VE‘;;”‘[’J";
(memorii si/sau alte periferice) EBI ; :WNT“
O DO - D15 magistrala de date Co::c?(?“er  ternal » nCSO
O AO - A19 magistrala de adrese T | tB“fS > “Eii
nterface > n
O ASB - Advanced System Bus AMBA Bridge > nCs3
O magistrala sistem (interna) ~ 22‘;’222
- On-chip -
O APB — Advanced Peripheral Bus system Peripherals | s I 2;322
U magistrala perifericelor (interna) & i Interface g
. User Peripherals APB
0 AMBA™ Bridge :
o A . (INT Controller,
O puntea de legatura intre ASB si APB WD, USART etc )
O controleaza APB si gestioneaza PIO: Parallel 1/0
cererile de scriere/citire asupra Controller
. . INIVIVIVIY oo AAA
perifericelor 1/0 Pins

Yvvyyvyy Yvy




ARMvo6-M
Architecture
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0 Una dintre implementarile arhitecturii ARMv6-M: ARM Cortex MO

O Processor Core integrat in MCU
O exemplu de MCU: LPC11C22 de la NXP S

d Configuratia pinilor MCU
QO 4 porturi: PIO0,1,2,3

]
o
o O
o o

8|PI02_3
7|PI03_1

~
-
]
a

LQFP48

LPC11C22FBD48/301

PI02_1
PIO0_3
PIO0_4
PIO0_5
VDD_CAN
CANL
CANH

PIO0_7
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ARM Cortex MO Core In LPCll’CZZ MCU

d LPC11C22

O Diagrama bloc

PIO

A 2

TEST/DEBUG INTERFACE

ARM Cortex MO
Processor Core

LPC11C22
FLASH SRAM || ROM
16 kB 8kB 16 kB

systemt
bus

slavet

slavet

slavet

01,23

XTALOUT <

slave

GPIO (&>

AHB-LITE BUS

CLKOUT «
XTALIN

‘RESET

CLOCK GEN., POWER,

Islave

SYSTEM FUNCTIONS AHB to APB
BRIDGE
A
UART e | ] 10-bit ADC <
32-bit COUNTER/TIMER 0 |y} ) SPIO ‘_‘;
32-bit COUNTER/TIMER 1 [ § > SPI1 *T
16-bit COUNTER/TIMER 0 || wDT
16-bit COUNTER/TIMER 1 | | IOCONFIG
C_CAN/ON-CHIP
TRANSCEIVER | > SYSTEM CONTROL
12C-BUS G | G PMU




ARM Cortex MO Core:in LPC

e ¢
®

O LPC11C22 — Harta memoriei

U Cortex MO - Arhitectura von Neumann

U 4GB < adresare pe 32-bit

4GB

1GB

0GB

e

11C22 MCU

reserved

OXFFFF FFFF

AHB peripherals

16 — 127 reserved

12-15.  GPIO PIO3
811: GPIO PIO2
4-7 GPIO PIO1
0-3 GPIO PIOO

APB peripherals

23 — 31 reserved

0x0000 0000

0x4008 0000
0x4005 C000

0XE010 0000 22 SPI'1 0x4005 8000
private peripheral bus 21 reserved 0x4005 4000
0xE000 0000 20 C_CAN Ox4005 0000
reserved 19 reserved X
0x5020 0000 0x4004 C000
AHB oheral 18 system control 0x4004 8000
peripherals X
0xS000 0000 17 IOCONFIG
0x4004 4000
reserved 16 SPI0 0x4004 0000
0x4008 0000 15 flash controller Ox4003 C000
X
APB peripherals — 14 PMU 0x4003 8000
0x4000 0000 8 — 13 reserved Ox4002 0000
reserved 7 ADC X
) Ox1FFF 4000 6 i32-bit counter/timer 1 gnggi gggg
16 kB boot ROM 5:32-bit counter/timer 0 X
Ox1FFF 0000 - - 0x4001 4000
d 4 :16-bit counter/timer 1
reserve - - 0x4001 0000
Ox1000 2000 3i16-bit counter/timer 0 0X4000 €000
8 kB SRAM 2 UART "
0x4000 8000
0x1000 0000 1 WDT
reserved 0 12C-b 0x3000 4000
030000 4000 -bus 0x4000 0000
X
] — 0x0000 00CO
16 kB on-chip flash | active interrupt vectors | 0x0000 0000



." : | ®®

ARM Cortex MO Corefih LPC11C22 MCU

AHB peripherals

.. 16 — 127 reserved
d Harta memoriel 1215, GPIO PIO3
o . 811: GPIO PIO2
U legatura cu diagrama bloc
g g d 271 GPIOPIOT
O spatiul memoriilor, spatiul perifericelor | 03 GPIOPIOO
SWD APB peripherals
A
4GB OXFFFF FFFF ( 0x4008 0000
v 23 — 31 reserved
TEST/DEBUG INTERFACE LPC11C22 reserved 2 SPI 1 0x4005 C000
OxE010 0000 0x4005 8000
ARM Cortex MO FLASH srRaM | [Rom private peripheral bus L reserved 0x4005 4000
Processor Core| | 16 ks 8kB || 16 kB 0XE000 0000 20 C_CAN
syts’temt sIavet slavet slavet reserved 19 reserved 0x4005 0000
T 0x5020 0000 0x4004 CO00
012 +P| GPIO [+ AHB-LITE BUS | . 18  system control
e AHB peripherals T OCONFIG 0x4004 8000
XTALOUT < 1[5'3“ 0x5000 0000 0x4004 4000
AN~ CSLY‘;?E‘,&EFT,NZ‘T’,‘Q’;'; AHB to APB reserved 16 SPI 0O
RESET— B’*"“:IGE 0x4008 0000 15:  flash controller nggg: 2283
- X
oo e—sle—s[ o . 168 0x4000 0000 8 — 13 reserved X
bR —> > 0x4002 0000
reserved 7 ADC
"':: — w1 - Ox1FFF 4000 6:32-bit counter/timer 1 | 0X#001 C000
Ox1FFF 0000 - - 0x4001 4000
L= d 4:16-bit counter/timer 1
-tmeommamn oo o] L LEoH counter/imer L ousoo: cooo
S anonaw 0x1000 2000 It counter/timer 0x4000 CO00
'"—*‘—’ 8 kB SRAM 2 UART 0X3000 8000
v reserved 0 12C-bus 0x4000 0000
0x0000 4000
— 0x0000 00CO
16 kB on-chip flash | active interrupt vectors | 040000 0000
0GB ¥ 0x0000 0000




ARM Cortex-M
Architectures
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ARM Cortex M

Feature ColE MO MO+ M1 M23 M3 M4 M33 M35P M55 M7
RN g g g Basi'line / 7E Maisnlline Maisnlline Maisnlline /€
TrustZone for Armv8-M - - - Opt. - - Opt. Opt. Opt. -
DSP Extension = = = = = Yes Yes Yes Yes Yes
Hardware Divide - - - Yes Yes Yes Yes Yes Yes Yes
ARM custom instructions = = = = = = Yes = Yes -
Coprocessor Interface - - - - - - Yes Yes Yes -

DMIPS / MHz 0.87 0.95 0.8 0.98 1.25 1.25 1.5 1.5 1.6 2.14

CoreMark / MHz 2.33 2.46 1.85 2.64 3.34 3.42 4.02 4.02 4.2 5.01

Max. External Interrupts 32 32 32 240 240 240 480 480 480 240
Max. MPU Regions 0 8 0 16 8 8 16 16 16 16

Bus Protocol AHB Lite | AHB Lite | AHB Lite | AHB5 | AHB Lite | AHB Lite| AHB AHB AXI AXI

Instruction Cache (kB) - - - - - - - 2-16 0-64 0-64

Data Cache = = = = = - - - 0-64 0-64

Instruction TCM (MB) - - - - - - - - 0-16 0-16

Data TCM (MB) - - - - - - - - 0-16 0-16

Dual Core Lock-Step (DCLS) - - - Yes - - Yes Yes - Yes
Common Criteria Certification = = = = = - Yes Yes - -
Reference Package and/or Corstone | Corstone _ Corstone | Corstone | Corstone | Corstone _ Corstone _

System Example -101 -101 -102 -101 -101 -201 -300




ARM Cortex M

Core
MO /MO+ M1 M3 M4 M7 M23 M33
Feature
ISA (ARMv...-M ) 6 6 7 7E 7E 8, Baseline | 8, Mainline
Thumb ISA (v4T, v5T, v6-M) Yes Yes Yes Yes Yes Yes Yes
Thumb ISA (v7-M) - - Yes Yes Yes - Yes
Low Power / Sleep mode
(WFE, WFI, SEV) Yes NOP Yes Yes Yes Yes Yes
Single cycle
Multiply (32-bit result) Yes Yes Yes Yes Yes Yes Yes
Bit field processing - - Yes Yes Yes - Yes
Hardware divide (integer) - - Yes Yes Yes Yes Yes
Unaligned data access - - Yes Yes Yes - Yes
Table branch - - Yes Yes Yes - Yes
Conditional execution (IT) - - Yes Yes Yes - Yes
Compare & branch
(CBZ, CBNZ) - - Yes Yes Yes Yes Yes
Floating point - - - (Opt.) SP | SP, (Opt.) DP - (Opt.) SP
Multi-cycle, | _. . .
MAC - - limited Single-cycle | Single-cycle Single-cycle
SIMD - - - Yes Yes - Yes
Saturation - - USAT, SSAT Yes Yes - Yes
Exclusive access - - Yes Yes Yes Yes Yes
Load acquire, store release - - - - - Yes Yes
Memory barrier Yes Yes Yes Yes Yes Yes Yes
SvC Yes Opt. Yes Yes Yes Yes Yes
TrustZone support - - - - - Yes Yes
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 https://community.arm.com/.../Cortex-M-resources

o https://[community.arm.com/.../Cortex M-for-Beginners-2017 v2.pdf
 https://developer.arm.com/
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https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/cortex-m-resources
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/cortex-m-resources
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/cortex-m-resources
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/cortex-m-resources
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/cortex-m-resources
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/cortex-m-resources
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/cortex-m-resources
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/cortex-m-resources
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/cortex-m-resources
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/cortex-m-resources
https://community.arm.com/cfs-file/__key/telligent-evolution-components-attachments/01-2057-00-00-00-01-28-35/Cortex_2D00_M-for-Beginners-_2D00_-2017_5F00_EN_5F00_v2.pdf
https://community.arm.com/cfs-file/__key/telligent-evolution-components-attachments/01-2057-00-00-00-01-28-35/Cortex_2D00_M-for-Beginners-_2D00_-2017_5F00_EN_5F00_v2.pdf
https://community.arm.com/cfs-file/__key/telligent-evolution-components-attachments/01-2057-00-00-00-01-28-35/Cortex_2D00_M-for-Beginners-_2D00_-2017_5F00_EN_5F00_v2.pdf
https://community.arm.com/cfs-file/__key/telligent-evolution-components-attachments/01-2057-00-00-00-01-28-35/Cortex_2D00_M-for-Beginners-_2D00_-2017_5F00_EN_5F00_v2.pdf
https://community.arm.com/cfs-file/__key/telligent-evolution-components-attachments/01-2057-00-00-00-01-28-35/Cortex_2D00_M-for-Beginners-_2D00_-2017_5F00_EN_5F00_v2.pdf
https://community.arm.com/cfs-file/__key/telligent-evolution-components-attachments/01-2057-00-00-00-01-28-35/Cortex_2D00_M-for-Beginners-_2D00_-2017_5F00_EN_5F00_v2.pdf
https://community.arm.com/cfs-file/__key/telligent-evolution-components-attachments/01-2057-00-00-00-01-28-35/Cortex_2D00_M-for-Beginners-_2D00_-2017_5F00_EN_5F00_v2.pdf
https://community.arm.com/cfs-file/__key/telligent-evolution-components-attachments/01-2057-00-00-00-01-28-35/Cortex_2D00_M-for-Beginners-_2D00_-2017_5F00_EN_5F00_v2.pdf
https://developer.arm.com/
https://developer.arm.com/

ARM Cortex-M

- exemplu de producator integrator -
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ARMvV3S-M — Integrat 1N I\/ICU i

Renesas Synergy Platform I\/ICUS

O Scalabilitate (expandare), compatibilitate la nivel de capsula (pini)
Scalable MCUs designed with software in mind.

Package Footprint Register Set & Features APls & Functionality

Functionality

iRFEELE LR R
DONNEHN AW NEH

DARAREAARRD

S5/l 3O a2 A a4 o
o 0o O O O ©o O o o

No. of APIs
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renesas.com/.../microcontrollers-microprocessors/renesas-synerqy-platform-mcus
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https://www.renesas.com/eu/en/products/microcontrollers-microprocessors/renesas-synergy-platform-mcus
https://www.renesas.com/eu/en/products/microcontrollers-microprocessors/renesas-synergy-platform-mcus
https://www.renesas.com/eu/en/products/microcontrollers-microprocessors/renesas-synergy-platform-mcus
https://www.renesas.com/eu/en/products/microcontrollers-microprocessors/renesas-synergy-platform-mcus
https://www.renesas.com/eu/en/products/microcontrollers-microprocessors/renesas-synergy-platform-mcus
https://www.renesas.com/eu/en/products/microcontrollers-microprocessors/renesas-synergy-platform-mcus
https://www.renesas.com/eu/en/products/microcontrollers-microprocessors/renesas-synergy-platform-mcus
https://www.renesas.com/eu/en/products/microcontrollers-microprocessors/renesas-synergy-platform-mcus
https://www.renesas.com/eu/en/products/microcontrollers-microprocessors/renesas-synergy-platform-mcus
https://www.renesas.com/eu/en/products/microcontrollers-microprocessors/renesas-synergy-platform-mcus

— : - analiza comparativa -




Me: *Writing a recursive
Fibonacci sequence*

My Stack Memory:

| 22

e
.

The magic of recursion
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d Stiva = o0 zona de memorie folosita conventional ca o structura LIFO
d Utilizata pentru:

= salvarea contextului

= transmiterea parametrilor intre functii

= stocarea adresei de intoarcere din functie
= stocarea temporara de date

= stocarea variabilelor locale functiei

O Unelte pentru lucrul cu stiva:
= elementare de interactiune:
= PUSH: incarcare in stiva
= POP: descarcare din stiva
= registre dedicate folosite de instructiunile de interactiune

1 Baza(bottom) stivei = adresa de inceput a stivel
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Intel 8086
CPU
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8086 — Stiva — Caracte‘i"istici o

 Stiva se populeaza (creste) descrescator
PUSH realizeaza decrementarea SP
element introdus mai recent = adresa mai mica

O SP - registrul Pointer de Stiva (Stack Pointer) (16 bit)
O SS - registrul Segment de Stiva (Stack Segment) (16 bit)

d SS<<4 + SP = adresa fizica a ultimului element introdus
SS contine adresa segmentului de stiva, SP contine deplasament fata de SS

d POP, PUSH: doar cuvinte de 16 biti (2 octeti)

Structura si Organizarea Calculatoarelor l
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8086 — Incarcare in sfiva — PUSH

= TOS = varful stivei (Top of Stack)
= pottom = Tnceputul stivei

= PUSH reg, echivalent cu:
SP =SP -2, SS:[SP] =reg

12

34

reg

SP+4
SP+2
(TOS) SP

SP-2

XX

XX

XX

XX

SP+5

SP+3

SP+1

SP-1

XX = date deja existente in stiva

0 bottom
*sps2 | xx | xx | sp+3
H L @os) sP | xx | xx | sp+1
12 34
SpP-2 SP-1
reg
SP-4 SP-3
* Adresa efectiva = [SS+SP+2] SS v
2
SP+4 XX | XX SP+5
H L sp+2 | xx | xx | sp+3
12 34
(TOS) SP 34 1 12 | SP+1
reg
SpP-2 SP-1

Structura si Organizarea Calculatoarelor
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8086 — Descarcare din‘stiva é;op

= descarcare # stergere SP+a | XX | XX 1 SP+5
H L sp+2 | xx | xx | sp+3
: . AB | cD
= POP reg, echivalent cu: qos)sp | 3a | 12 | sp+1
reg = SS:[SP], SP = SP + 2; reg
sp—2 | ... | ... | sp-1
1 2
sP+4 | xx | xx | sp+5 sP+2 | xx | xx | sp+3
H L sp+2 | xx | xx | sp+3 H L @os) sP | xx | xx | sp+1
12 12 | 34
< IS 34 | 12 | sp+1 sp-2 | 34 | 12 | sp-1
reg reg
sp—2 | ... | ... | sp—1 sp-4 | .. | ... | sp-3
XX = date deja existente in stiva -
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8086 — Stiva — Caracteristicie

d Stiva = o0 zona din memoria RAM (RAM organizats Little-Endian — in cazul 8086)

= datele pot fi accesate si in alt mod decat prin POP
= adresare bazata sau adresare bazata indexata — BP ca registru baza

SUMA

PUSH
MOV

MOV
ADD

POP
RET

SUMA

; suma a doua numere

PROC

BP
BP, SP

AX, [BP+4]
AX, [BP+6]

BP
4

ENDP

@
2

; [BP+4] = PARAMETRUL 2
; [BP+6] = PARAMETRUL 1

PARAMETRUL 1

PARAMETRUL 2

ADRESA DE RETUR

1

valoarea lui BP

Structura si Organizarea Calculatoarelor
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(Inainte de apel si transmitere

de parametri cdtre functie)

<«—BP=5P



L Pot exista mai multe regiuni de memorie folosite pe post de stiva
= permite executia “in paralel” a mai multor programe, fiecare cu segmentul sau de stiva
» selectarea stivei de folosit se face prin modificarea lui SS (stack segment)
= o0 aplicatie (un program) nu poate avea mai multe segmente de stiva

O O stiva poate avea o dimensiune maxima de 64kB
» 64kB = spatiul de memorie maxim adresabil pe 16 biti

Structura si Organizarea Calculatoarelor



d PUSH cand SP == 0 rezulta in depasirea capacitatii de stocare a

stivei (stack overflow)
» efectul este suprascrierea datelor de la baza stivei (0-2 = FFFE)
(daca stiva este declarata de dimensiune maxima)

d 8086 nu are mecanism hardware de verificare a depasirii stivel

 Verificarea daca stiva urmeaza a fi depasita trebuie facuta de catre cel
ce scrie programul, de exemplu:

CMP SP, 0x0000

JNE eticheta_no_ovf ; short-label jump (salt in acelasi segment — intra-segment)

JMP eticheta_ovf ; long-label jJump (salt in alt segment — inter-segment)
eticheta_no_ovf:

PUSH

Structura si Organizarea Calculatoarelor



d Instructiunea CALL — apel de functie

= genereaza salvarea pe stiva a adresei de retur
= parametrii functiei se recomanda a fi transmisi prin stiva

d Modul de compunere al adresei de retur difera in functie de adresa

procedurii la care se va face apelul. Daca adresa procedurii se afla:

= ininteriorul segmentului (NEAR) — se salveaza doar IP (Instruction Pointer)

= 1n exteriorul segmentului (FAR) — se salveaza IP si CS (Code Segment)
= (segmentul de cod al programului apelant difera de cel al functiei apelate)

d Saltul la vectorul de intrerupere se face prin instructiunea CALL
— fara transmitere de parametri
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8086 — Stiva — Returidin functie®

4 Instructiunea RET (return)

= genereaza descarcarea de pe stiva si saltul la adresa de retur

= utilizata impreuna cu un operand influenteaza comportamentul lui SP
= operandul denotd numarul (par) de octeti din stiva peste care SP-ul “sa sara”

=  exemplu: | |
; suma a doua numere
SUMA PROC ¢ Sp
PUSH BP
MOV BP,SP RAMETRY

; [BP+4] = PARAMETRUL 2 /PAQ/]ETRU <SP
; [BP+6] = PARAMETRUL 1

MOV AX, [BP+4]

ADR ETUR <4— SP
ADD AX, [BP+6]
POP BP valo i BP <— BP=SP
RET 4 I I

SUMA ENDP I I
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d Instructiunea IRET - revenire din rutina de tratare a intreruperii

= interruptreturn

= descarca din stiva registrul de stare (FLAGS)

= descarca din stiva registrele IP si CS

» realizeaza saltul la CS:[IP], adica la adresa de revenire

Structura si Organizarea Calculatoarelor



4 Instructiunile PUSHF, POPF (F de la FLAGS)

O incarca/ descarca registrul de stare

A Instructiunile PUSHA, POPA (A delaALL)

L Tncarca/ descarca toate registrele procesorului: AX, CX, DX, BX, SP, BP, DI, SI
O instructiune introdusa incepéand cu arhitectura succesoare (80186)
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MNEMONICA | NUMAR DE CICLI | Valabil DESCRIERE
PROCESOR * la 8086

PUSH 8, 8,17 + EA** incarcare cuvant (2 octeti) pe stiva
POP 11, 10, 16 + EA** da descarcare cuvant de pe stiva
PUSHF 10 da XXXXODITSZXAXPxC***

POPF 8 da C,PAZSTID,O

PUSHA 17 (80286) 80x86 AX, CX, DX, BX, SP, BP, DI, SI

POPA 19 (80286) 80x86 Sl, DI, BP, SP, BX, DX, CX, AX
80x86

* pentru operand: registru, registru de segment, memorie
** numar de cicli in functie de adresa efectiva
*** x —valoare logica nedefinita



The 8086 Family User’s Manual, Intel Corporation, October 1979

The Intel Microprocessors 8" Edition, B.B. Brey, Pearson Education, 2009

https://usermanual.wiki/Document/Intel8086FamilyUsersManual.2660397397/view

https://userpages.umbc.edu/~squire/intel book.pdf

https://en.wikipedia.org/wiki/Intel 8086
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https://usermanual.wiki/Document/Intel8086FamilyUsersManual.2660397397/view
https://usermanual.wiki/Document/Intel8086FamilyUsersManual.2660397397/view
https://userpages.umbc.edu/~squire/intel_book.pdf
https://userpages.umbc.edu/~squire/intel_book.pdf
https://userpages.umbc.edu/~squire/intel_book.pdf
https://en.wikipedia.org/wiki/Intel_8086
https://en.wikipedia.org/wiki/Intel_8086

Intel 8051
Core
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O Stiva se populeaza crescator
= PUSH realizeaza incrementarea SP
= adresa mai mare = element introdus mai recent.

O SP - registrul Pointer de Stiva (Stack Pointer) (8-bit)

= (initializat dupa reset cu valoarea 0x08 — indica registrul RO din grupul 2)
= poate fi reinitializat sa indice o alta adresa din RAM
= Tisi pastreaza continutul cand procesorul intra in modul IDLE (consum redus)

d POP, PUSH: doar cate 8 biti (1 octet)

d Datele pot fi accesate si prin adresare indirecta:
= Scriere: MOV [SP+i], A ;i =deplasament (offset)
= citire: MOV A, [SP-i] ;i=deplasament (offset)

Structura si Organizarea Calculatoarelor
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8051 — Incarcare in sfiva — PMéH

A L )
= TOS = varful stivei (Top of Stack) SP+1
= pottom = inceputul stivei (Tos) SP | xx
12
_ SP-1 | XX
= PUSH reg, echivalent cu: source
SP =SP + 1, [SP] =reg reg. SP-2 | XX
* Adresa efectiva = [SP+1] bottom
1 2
(TOS) SP | ... (TOS) S 12
SP-1 | XX SP-1 | XX
12 12
SP—2 | XX SP-2 | XX
source source
reg. SP-3 | XX reg. SP-3 | XX
bottom bottom

XX = date deja existente in stiva _ .
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8051 — Descarcare dintstiva « é;op

0
= descarcare # stergere (TOs) SP | 12
SP-1 XX
= POP reg AR
] SpP-2 XX
reg = [SP]’ SP=SP-1; destination
reg. SP-3 XX
bottom
1 2
SP+1 12
(TOs) SP XX
12
SP-1 XX
destination destination
reg. SP-3 XX reg. SP-2 XX
bottom bottom

XX = date deja existente in stiva _ .
Structura si Organizarea Calculatoarelor



 Instructiunea ACALL (Absolute Call) (codificare pe 2 octeti)

= apel de subrutina(functie) intr-un interval de maxim 2kB
= operatiile efectuate microprogramat:

PC = PC+2
SP = SP+1
[SP] =PCqsy
SP = SP+1
[SP] =PCyss
PCio0 = addryg,

d Instructiunea LCALL (Long Call) (codificare pe 3 octeti)

= apel de subrutina in intreg spatiul de 64kB
= operatiile efectuate microprogramat:

PC = PC+3
SP = SP+1
[SP] =PC,,
SP = SP+1
[SP] = PCysg
PC = addrs

v \
apa a1l 0 0 0 1 a; - ag
\/ \/
O O 0 1 O O 1 0 815-3.8
a7'a0
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8051 — Stiva — Revenlre din’ functle

4 Instructiunea RET (Return from subroutine)

» intoarcere din subrutina
= operatiile efectuate microprogramat:

PCiss =[SP]
SP = SP-1
PC:o = [SP] 0010 0010
SP = SP-1

d Instructiunea RETI (Return from interrupt)

= intoarcere din rutina de tratare a intreruperii
= operatiile efectuate microprogramat:

PCiss =[SP]
SP = SpP-1
PC7o =[SP]
<p apa 0011 0010
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MNEMONICA CICLI Nume complet DESCRIERE
PROCESOR

PUSH
POP
ACALL
LCALL
RET
RETI

N DN N DN DN DN

Push onto stack
Pop from stack
Absolute call
Long call
Return
Return from interrupt

incarcare cuvant pe stiva

descarcare cuvant de pe stiva
apel de functie / rutina

apel de functie / rutina
revenire din functie

revenire din intrerupere

==



= Intel MCS51 Microcontroller Family User’'s Manual, 1994

= http://web.mit.edu/6.115/www/document/8051 .pdf

= https://en.wikipedia.org/wiki/Intel MCS-51
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http://web.mit.edu/6.115/www/document/8051.pdf
http://web.mit.edu/6.115/www/document/8051.pdf
https://en.wikipedia.org/wiki/Intel_MCS-51
https://en.wikipedia.org/wiki/Intel_MCS-51
https://en.wikipedia.org/wiki/Intel_MCS-51
https://en.wikipedia.org/wiki/Intel_MCS-51

Arhitecturile
ARMv4, ARMv5, ARMv6
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0 R13 (SP) — registrul Pointer de Stiva (Stack Pointer) (32-bit)

U registru de uz general, cu scop dedicat de pointer de stiva

O Stiva este aliniata la nivel de 4 octeti (32-bit)

d Fiecarui mod de executie i se poate atribui o zona de stiva

Structura si Organizarea Calculatoarelor ' l



O Stiva se populeaza implicit descrescator “plin” (full descending)

O implicit inseamna utilizénd instructiunile POP si PUSH
Q “plin” (full) inseamna ca SP indica la ultimul element introdus
QO “gol” (empty) inseamna ca SP indica urmatoarea locatie libera

O Explicit, se poate alege modul de populare a stivei

O explicit inseamna folosind instructiunile de tip LOAD—, STORE- Multiple
O orice combinatie de full / empty + ascending /descending este posibila

O Modul de utilizare al stivei se precizeaza in setarile compilatorului...
Q ... pentru generarea instructiunilor corecte aferente modului de utilizare

Structura si Organizarea Calculatoarelor
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ARMvV5 — Stiva — InstrUc’giuqi,— [hcarcare’

~

&

3

Descriere Descriere : - .

Crescatoare, SP indica ultimul
STMIB STMFA Inc. Before Full Ascen. e andintrodus

Crescatoare, SP indica primul

STMIA STMEA Inc. After Empty Ascen. loc liber

Descrescatoare, SP indica

STMDB STMFD Dec. Before Full Descen. ultimul element introdus

Descrescatoare, SP indica

STMDA STMED  Dec. After Empty Descen. orimul loc liber

Precizari:

STM = Store Multiple
Nume 2 = nume echivalent
Inc. = Increment

Dec. = Decrement

Ascen. = Ascending
Descen. = Descending

Pentru evitarea posibilelor erori umane,
au fost create aceste “alias-uri” pentru
instructiunile de lucru cu stiva. (Nume 2)

(I I W W WAy
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ARMVS — Stiva — Instructiunie- bescér’c’a?e

~

Descriere Descriere : - .

Crescatoare, SP indica ultimul
LDMIB LDMFA Inc. Before Full Ascen. e andintrodus

Crescatoare, SP indica primul

LDMIA LDMEA Inc. After Empty Ascen. loc liber

Descrescatoare, SP indica

LDMDB LDMFD Dec. Before Full Descen. ultimul element introdus

Descrescatoare, SP indica

LDMDA LDMED  Dec. After Empty Descen. orimul loc liber

a e:
Descarcar o .
Identic ca la incarcare.



Descriere Descriere

DM~ LDQMFA  Inc. Before

\\

—_y
LDMIA LDMEA Inc. Aftex _

LDMDB LDMFD Dec. Before ~

f’

LDMDA— EDMED  Dec. After

-

Descarcare

2
Identic ca |a incarcare...

Crescatoare, SP |nd|ca_ult|-mu1

Full Ascen. element introguis= -

E B Gresf:éE)are, SP indica primul
Tptz Sgea. — loc liber

- -

Descrescatoare, SP indica
u-lvtlmul element introdus
Descrescato!'ress&mdlca

-
primul loc liber ~ o

Full Descen-. ~

Empty Descen.

NU.

_—
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ARMVS — Stiva — Instructiunie- bescér’c’a?e

~

Descriere Descriere : - .

Crescatoare, SP indica ultimul
LDMIB LDMFA Inc. Before Full Ascen. e andintrodus

Crescatoare, SP indica primul

LDMIA> DMEA Inc. AftereA> Empty Ascen. loc liber

Descrescatoare, SP indica

LDMDB ultimul element introdus

DMFD Dec. Befor Full Descen.

Descrescatoare, SP indica

LDMDA™ LDMED  Dec. After © Empty Descen. orimul loc liber

Operatiile de incarcare si descarcare sunt complementare.
Deci si rationamentul este complementar.

&



Descarca re

Descriere Descriere : - .

Crescatoare, SP indica ultimul
LDMDA LDMFA Dec. After Full Ascen. e andintrodus

Crescatoare, SP indica primul

LDMDB LDMEA Dec. Before Empty Ascen. loc liber

Descrescatoare, SP indica

LDMIA LDMFD Inc. After Full Descen. ultimul element introdus

Descrescatoare, SP indica

LDMIB LDMED Inc. Before Empty Descen. orimul loc liber

Precizari:

LDM = Load Multiple
Nume 2 = nume echivalent
Inc. = Increment

Dec. = Decrement

Ascen. = Ascending
Descen. = Descending

(I I W W WAy
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ARMvVS — Stiva — InstrUc’giuQ'ipéﬁeche-‘o‘e““

Nume 1 Nume 1 Nume 2 Nume 2 ) .
s o s o Tip stiva
Incarcare Descarcare | Incarcare | Descarcare

Crescatoare, SP indica

STMIB LDMDA STMFA LDMFA ultimul element introdus
Crescatoare, SP indica
STMIA LDMDB STMEA LDMEA orimul loc liber
Descrescatoare, SP indica
STMDB LDMIA STMFD LDMFD ultimul element introdus
Descrescatoare, SP indica
STMDA LDMIB STMED LDMED

primul loc liber

Se observa complementaritatea operatiilor de: incrementare, respectiv
decrementare si a momentului operatiei: inainte, respectiv dupa.




=N

ARMV5 — Stiva — Load=/ Store-Multiple"

4 Instructiunile Store / Load Multiple, indiferent de tipul de stiva:
O se pot utiliza si cu un singur registru

O exemplu:
STMFD  SP!, {R1} ; incarca valoarea registrului R1 pe stiva
LDMFD  SP!, {R2} ; descarca valoarea din varful stivei in R2

' rezultat: R2 = R1

O ordinea incarcarii / descarcarii in/ din stiva a registrelor se face in ordinea indexului
fiecaruiregistru.

O exemplu:

STMFD  SP!, {R5, R1, R6, R2-R4}

; stiva ar fi aratat la fel daca s-ar fi folosit in loc instructiunea:

STMFD  SP!, {R2-R4, R5, R6, R1} (sau orice alta ordine a acestor registre)

Structura si Organizarea Calculatoarelor
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ARMV5 — Stiva — Load~/ Store-:j\/lultipié“‘i Exemplu

; Initializare registre

DR R1 =1 Chenar (A)
LDR RZ, =2 SP XX XX XX XX XX XX XX XX |R7
_ sp-4 | 00 ] 00 ] 00 | 06 00 | oo | oo | 06 |Rre
LDR R3, =3 sp-8 | 00 | 00 | 00 | 05 00 | 00 | 00 | 05 |R5
LDR R4, =4 sp-12| 00 | 00 | 00 | 04 > 00 | 00 | 00 | 04 |ra
sp-16 | 00 | 00 | 00 | 03 > 00 | 00 | 00 | 03 [Rr3
LDR R5, =5 sp—20| 00 | 00 | 00 | 02 > 00 [ o0 | 00 | 02 [r2
_ sp—24| 00 | 00 | 00 | 01 > 00 [ 00 | 00 [ 01 |Rr1
LDR R6, —6 XX XX XX XX |RO
: incarcare in stiva

STMFD SP!, {R5, R1, R6, R2-R4}
; descarcare din stiva (1)

LDMFD  SP!, {R6, R1-R5} Chenar (B)
; ...vezi rezultatele in Chenar (A)...

SP+12 [ xx | xx | xx | xx 400 | 00 [ 00 [ 03 |RY

sp+s | 00 | 00 | 0o [ o6 100 00| 00| 06 [re

. _ sp+4 | 00 | 00 | 00 | 05 | 4 00| 00] 00] 02]|Rs

; reincarcare registre in stiva sp 00 1 00 | 00 | 04 |, .~ [ 00 [ 00 | 00 | 04 |R4
sp-4 | 00 | 00 [ oo o3}, 00 | 00 | 00| 03 |R3

STMFD  SP!, {R1-R6} sp-8 | 00 [ 00 | 00 [ 02 |’ 00 | 00 | 00 [ 02 |Rre
. . . - SP-12 [ 00 | 00 | 00 | 01 F~~e__ 00 | 00 | 00 | 01 |R1
; descarcare din stiva (2) 300 T 00 T oo 1oz 1 o

LDMFD  SP!, {R5, RO, R7}

; ...vezi rezultatele in Chenar (B)... xx = date existente anterior,

valoarea nu prezinta interes
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ARMvVS — Stiva — Functionare —:Full Ascending

Full Ascending - Incarcare R1 = 0x2233 4455 Full Ascending - Incarcare R1 = 0x2233 4455
T R2 = 0x0000 0087 L R2 = 0x0000 0087
SP+8 SP 00 | OO | 00 | 87
STMFA SP!, {R2, R1}
SP+4 = SP—4 22 | 33 | 44 | 55
SP XX | XX | XX | XX SP-8 | XX | XX | XX | XX
SP—4 | XX | XX | XX | XX SP-12 | XX | XX | XX | XX
nan Ty FA1S mEm nan FA2S
Full Ascending - Descarcare R3=... Full Ascending - Descarcare R3 = 0x2233 4455
R4 = ... - R4 = 0x0000 0087
SP 00 | OO | 00 | 87 SP+8 00 | OO | 00 | 87
LDMFA SP!, {R3, R4}
SP-4 22 | 33 | 44 | 55 mp SP+4 22 | 33 | 44 | 55
SP-8 | XX | XX | XX | XX SP XX | XX | XX | XX
SP-12 | XX | XX | XX | XX SP—4 | XX | XX | XX | XX
[N ] [N FA1L [ [ ] FA2L

XX = date existente anterior in stiva _ .
Structura si Organizarea Calculatoarelor



ARMVS — Stiva — Fungct
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e —:Emptykécending

Empty Ascending - Incércare R1 = 0x2233 4455 Empty Ascending - Incércare R1 = 0x2233 4455
R2 = 0x0000 0087 - R2 = 0x0000 0087
SP+8 SP
STMEA SP!, {R1, R2}
SP+4 mp( SP—4 | 00 | 00 | OO | 87
SP SP-8 22 | 33 | 44 | 55
SP—4 XX | XX | XX | XX SP-12 ] XX | XX | XX | XX
[ W] EA1S [ [N ] EA2S
Empty Ascending - Descarcare R3=... Empty Ascending - Descarcare R3 = 0x2233 4455
R4 = - R4 = 0x0000 0087
SP SP+8
LDMEA SP!, {R3, R4}
SP-4 | 00 | OO | OO | 87 mp( SP+4 | 00 | 00 | OO | 87
SP-8 | 22 | 33 | 44 | 55 SP 22 1 33 | 44| 55
SP-12 ] XX | XX | XX | XX SP-4 XX | XX | XX | XX
[ W] EA1L [} [N ] EA2L

XX = date existente anterior in stiva

Structura si Organizarea Calculatoarelor
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ARMvVS — Stiva — Functionare —:Full Déscending

Full Descending - Incarcare R1 = 0x2233 4455 Full Descending - Incarcare R1 = 0x2233 4455
T R2 = 0x0000 0087 L R2 = 0x0000 0087
SP+4 XX | XX | XX | XX SP+12 | XX | XX | XX | XX
STMFD SP!, {R1, R2}
SP XX | XX | XX | XX _> SP+8 XX | XX | XX | XX
sP—4 | .. | oo | o | -« | [SP]=R2 SP+4 | 00 | 00 | OO | 87
SP-8 o R N R [SP] =R1 SP 22 | 33 ] 44 | 55
ana nan ED1S nan ) FD2S
Full Descending - Descarcare R3=... Full Descending - Descarcare R3 = 0x2233 4455
R4 =... - R4 = 0x0000 0087
SP+12 | XX | XX | XX | XX SP+4 | XX | XX | XX | XX
LDMFD SP!, {R3, R4}
SP+8 | XX | XX | XX | XX mp SP XX | XX | XX | XX
SP+4 | 00 | OO | OO | 87 SP-4 00 | OO | OO | 87
SP 22 | 33 | 44 | 55 SP-8 22 | 33 | 44 | 55
[N ] mEm FD1L [N [N FD2L

XX = date existente anterior in stiva _ .
Structura si Organizarea Calculatoarelor



ARMVS — Stiva — Fungct
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lonare —Empty’Déscending

Empty Descending - Incércare rl = 0x2233 4455 Empty Descending - Incércare rl = 0x2233 4455
r2 = 0x0000 0087 L r2 = 0x0000 0087
SP+4 XX | XX | XX | XX SP+12 | XX | XX | XX | XX
STMED SP!, {R1, r2}
SP =y SP+8 00 | OO | 00 | 87
SP-4 SP+4 22 | 33 ] 44 | 55
SP-8 .. SP
Y
nmw ED1S LN ] ED2S
Empty Descending - Descarcare r3=... Empty Descending - Descarcare r3 = 0x2233 4455
r4=... - r4 = 0x0000 0087
SP+12 | XX | XX | XX | XX SP+4 | XX | XX | XX | XX
LDMED SP!, {R3, R4}
SP+8 00 | OO | 00 | OO mp SP 00 | OO0 | OO | 87
SP+4 22 | 33 | 44 | 55 SP-4 22 | 33 | 44 | 55
SP SP-8
naw ED1L LR ] naw ED2L

XX = date existente anterior in stiva
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J BL eticheta

O creare legatura de retur si salt (Branch & Link)
O eticheta este un deplasament (offset) fata de PC

1 BL eticheta

U LR=PC+(T==1?2,4), PC = eticheta

1 BLX eticheta sau BLX reg (Branch & Link & eXchange)

O creare legatura de retur si salt si specificare tip instructiuni: Thumb / ARM
O eticheta este un deplasament (offset) fata de PC
0 reg contine o adresa absoluta

1 BLX eticheta
Q LR=PC+(T==1?2,4),PC=etichetd, T=1

0 BLX reg
O LR=PC+(T==1?2,4),PC=reg & OXFFFF FFFE, T =reg & 0Ox1

Structura si Organizarea Calculatoarelor



 Utilizarea stivei in apelul functiei

O se vor salva pe stiva registrele care:

U in functia apelanta sunt utilizate la calcule, dar care se vor folosi pentru
transmiterea de parametri catre functia apelata

O sunt utilizate si in functia apelanta, dar si in cea apelata

STMFD  SP!, {R0O} ; RO va fi folosit pentru transmiterea unui parametru
LDR RO, paraml1 ; Se incarca valoarea parametrului in RO
BL nume_functie

LDMFD  SP!, {RO} ;refacerea lui RO ; aici se revine din functie

nume_functie:

STMFD  SP!, {LR, R1}

..., operatii ce implica si utilizarea lui R1

LDMFD SP!, {PC, R1} ; refacerea lui R1 si revenirea din functie

Structura si Organizarea Calculatoarelor



d Thumb — setul redus de instructiuni codificate 16-bit
O doar PUSH, POP (similare instructiunilor STMFD si LDMFD)
U doar RO-R7 si LR pot incarcate / descarcate (din cauza codificarii 16-bit)
Q instructiunile PUSH, POP trateaza stiva ca fiind una Full Descending

d ARM-Thumb Procedure Call Standard (ATPCS)

0 stabileste cum se desfasoara un apel de functie:
O modul de utilizare al stivei (= full descending)
O modul de utilizare al registrelor

O https://developer.arm.com/documentation/dui0056/d/using-the-
procedure-call-standard/about-the-arm-thumb-procedure-call-standard

Structura si Organizarea Calculatoarelor
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MNEMONICA CICLI Nume complet DESCRIERE
PROCESOR

incarca unul sau mai multe registre
in stiva

PUSH (n-1)S + 2N Push multiple
registers

STMxy (n-1)S + 2N Store multiple
registers

POP nS+N+1 Pop multiple
registers

LDMxy nS+N+1 Load multiple
registers

Xy = orice combinatiede F sauE cu AsauD
n = numarul de registre

N = ciclu de magistrala — acces non-secvential
S = ciclu de magistrala — acces secvential

Stocheaza unul sau mai multe
registre incepand de la o adresa

Descarca unul sau mai multe
registre din stiva

Citeste una sau mai multe valori
incepand de la o adresa si
stocheaza in registre



ARM DDI 0100l - ARM Architecture Reference Manual, 2005

ARM DDI 0210C - ARM7 TDMI Technical Reference Manual, R4p1, 2004

ARM System Developer’'s Guide — Designing and Optimizing System Software,
A. N. Sloss, D. Symes, C. Wright, Elsevier MK, 2004

UM10237 — NXP LPC24XX User manual, Rev. 04 — 2009

https://developer.arm.com/ip-products/processors/classic-processors

VisUAL - ARM Emulator - Editor & Assembler:

https://salmanarif.bitbucket.io/visual/downloads.html
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ARMv8-M Architecture
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ARMv8-M — Stiva — Ca\facterzistitti

0 R13 (SP) — registrul Pointer de Stiva (Stack Pointer) (32-bit)

U registru de uz general, cu scop dedicat de pointer de stiva
 Stiva este aliniata la nivel de 4 octeti (32-bit)
4 Fiecarui mod de executie i se poate atribui o zona de stiva

d Exista registru dedicat pentru detectia depasirii stivei -
stack limit register

0 declanseaza o exceptie (UsageFault, stack overflow)
O valabil doar la versiunea Mainline

Structura si Organizarea Calculatoarelor
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ARMV8-M — Stiva — Ca?acterjsti};i

O Daca extensia de securitate (Security Extension) este implementata:

0 exista cate doua registre SP pentru fiecare dintre cele doua stari de securitate
0 exista cate doua stack limit register pentru fiecare dintre cele doua stari de securitate
O dupareset, MSP_S este cel initializat si folosit

Tip stiva Stiva Pointer de Stack
stiva register

Securizata SP_S SPLIM_S
(Secure)  procesulni PSP_S PSPLIM_S
Nesecurizata ain SP_NS SPLIM_NS
(Non-

Secure) Procesului PSP_NS PSPLIM_NS



=== 0.-'

ARMvV8-M — Stiva — Ca?acterjstif;i

L Daca extensia de securitate nu este implementata:

0 exista doua registre SP
O exista doua stack limit register
O dupa reset, MSP este cel initializat si folosit

Tip stiva Stiva Pointer de Stack
stiva register

SPLIM
Procesului PSP PSPLIM




] Stack overflow — verificare hardware
O genereaza exceptia UsageFault

O Semnatura de integritate
0 mecanism disponibil doar in implementarea cu Security Extension

O aditional datelor incarcate, se salveaza pe stiva si o valoare CRC-32 calculata pe baza
datelor incarcate

O la refacerea contextului, se recalculeaza valoarea CRC-32 pe baza datelor descarcate si
se verifica egalitatea cu semnatura descarcata

O genereaza exceptia SecureFault daca semnaturile nu sunt egale

O (adica datele descarcate nu corespund cu datele anterior incarcate, sau semnatura
incarcata nu corespunde cu semnatura calculata dupa descarcarea datelor)

Structura si Organizarea Calculatoarelor



RO — R3: registre de lucru (folosite

n instructiuni)

SP + 0x20
SP + 0x1C
SP + 0x18

IP — intra-procedure-call register:  sp + ox14

registru pentru transmisia de date
intre rutina si o subrutina de-a sa.

LR — Link Register — contine o
valoare de tip EXC_RETURN

PC — Program Counter

SP + 0x10
SP + 0x0C
SP + 0x08
SP + 0x04
SP + 0x00

< anterior >
XPSR

R15 (PC)
R14 (LR)
R12 (IP)

R3

R2

R1

RO

Structura si Organizarea Calculatoarelor

SP indica aici
anterior intreruperii

— Contextul de stare




Contextul aditional Contextul de stare

R4 — R8, R10, R9: — _
folosite la stocarea SP +0x24 R11 (FP) SP +0x48 < anterior >
variabilelor locale SP + 0x20 R10 SP + 0x44 XPSR

SP + 0x1C SP + 0x40
Pr — Platform register — R9 (P) R15 (PC)
functionalitate SP +0x18 R3 SP +0x3C R14 (LR)
dependenta de platforma SP + 0x14 R7 SP + 0x38 R12 (IP)

SP + 0x10 SP + 0x34
FP — Frame Pointer — i RO i R3S
indica stiva folosita la SP +0x0C R5 SP +0x30 R2
intoarcere SP + 0x08 R4 SP + 0x2C R1

SP + 0x04 Rezervat SP + 0x28 RO B

Semnatura de
_SP + 0x00 integritate

Contextul aditional:
salvat atunci cand se intrerupe executia securizata, pentru a
trata o exceptie configurata ca fiind nesecurizata
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ARMVS-M — Cortex M23  * <

« Cadrul scurt este utilizat atunci cand:
— intrarea se face din starea Non-secure
— sau optiunea Security extension nu este implementata
— sau utilizarea extended stack frame nu este necesara

 Cadrul extins este utilizat atunci cand:

— o exceptie nesecurizata (Non-secure code) intrerupe o exceptie securizata (Secure code)
— sau in cazul utilizarii exceptiilor cu sosire intarziata si exceptia finala este securizata
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O Dupa cum am observat ... exista 4 principii de functionare a stivei
O Arhitecturi diferite ... tipuri de stiva diferite

Tip de stiva Principiul de functionare al stivei

Full Ascen. Crescatoare, SP indica ultimul element introdus
Empty Ascen. Crescatoare, SP indica primul loc liber
Full Descen. Descrescatoare, SP indica ultimul element introdus

Empty Descen. Descrescatoare, SP indica primul loc liber

Arhitectura Principiul de functionare al stivei

Intel 8086 Descrescatoare, SP indica ultimul element introdus
Intel 8051 Crescatoare, SP indica ultimul element introdus
ARM v5 CONFIGURABIL (oricare dintre cele 4 tipuri)

ARM v8-M CONFIGURABIL (oricare dintre cele 4 tipuri)



Do you know which type
We also have to buy paper for the of paper is the best for our
printer... I would like to print part printer?

of our code for the next meeting... Considering the quality of our
' code, I think we should use
toilet paper...

)7 CodeComics.com
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LPC55S2x / LPC552X:

Core Platform

Timers

Arm Cortex-M33
Up to 100 MHz

5 x 32b Timers SCTimer/PWM

MPU, FPU, DSP

System Control

Power Control
Single V4 power supply, POR, BOD,
reduced power modes — DCDC converter

Multi-Rate Timer Windowed WDT

RTC Micro Timer

OS Event Timer

Interfaces

8x Flexcomm
Supports UART, SPI, 12C, 12S

HS LSPI SDIO (not on_the
smallest device)

Clock Generation Unit
FROs, 2x PLLs, XTAL32k/24m, Clock Out

+ not
on the smallest
device)

FS USB + PHY

DMAO DMA1

AHB Bus

Memory

FLASH
Up to 512KB

RAM

Upto256KB |

PLU

Programmable Logic Unit
6 input, 8 output

ROM (128KB)

Analog

ADC 16b 1MSPS ACMP

Temp Sensor

Core Platform
* Upto1l00MHz Cortex-M33
- Code Encryption
*  Multilayer Bus Matrix

Advanced Security (LPC5552x only)
* AES-256 HW Encryption/Decryption Engine
* SHA-2
*  SRAM PUF for Key Generation support
*  PRINCE Real-time encrypt/decrypt for flash data
*  Asymmetric Crypto Engine (CASPER)
* Debug authentication
* RNG
* Protected Flash Region (PFR)
* Secure Boot

Analog
* 16b ADC, 10ch (5-diff pairs), 1MSPS
* Analog Comparator
* Temperature Sensor
* Crystal 24M

Packages
* LQFP100, VFBGA98
«  QFP64

Other
*  Buck DC-DC
* Operating voltage: 1.8 to 3.6V
*  Temperature range: -40 to 105 °C



Core Platform Timers
Arm Cortex-M33 i’:::r: SC:‘l'rvn;r /
Up to 100 MHz L
TrustZone, MPU, FPU, Dsp| | Multi-Rate | | Windowed
Timer WDT
System Control RTC Micro
Timer
. Power Control 0S Event
Single V4 power supply, Ti
POR, BOD, reduced power ime;
modes — DCDC converter Interfaces

Core Platform Timers Core Platform Timers
Arm Cortex-M33 ?__x P ’ Sc:";\‘;“‘;r / Arm Cortex-M33 5_x 32b SCTimer /
Up to 100 MHz IMErs Up to 100 MHz Timers PWM
MPU, FPU, DSP Multi-Rate ’ Windowed ’ TrustZone, MPU, FPU, DSP LIEFGETS || A G
Timer WDT Timer WDT
System Control RTC ’ Micro ’ Arm Cortex-M33 B Micro
Power Control Timer Up to 100 MHz Timer
Single V44 power supply, OS Event 0OS Event
POR, BOD, reduced power Timer DSP Accelerator Timer
modes — DCDC converter
Interfaces
Clock Generation Unit 8x Flexcomm System Control Interfaces
XTAL;;:)_;:X pc|_||_s,k 5 Supports UART, SPI, 12C, 12S Power Control 8x Flexcomm
/24m, Clock Out single Vi, power supply, Supports UART, SPI, 12C, 125
HS LSPI sbio POR, BOD, reduced power
DMAO DMA1 modes — DCDC converter HS LSPI SDIO
HS USB +
PHY (not on FS;JI_ISYB + Clock Generation Unit II0SE U
the smallest + +
AHB Bus X FROs, 2x PLLs,
device) XTAL32k/24m, Clock Out PHY PHY
secu rit Secure Secure Security
Memory N owo | owa | [ || s ]
FLASH
Up — o - -
= | - Vemery — [ el
FLASH
PLY - osoel | [ | Rwe |
Analo
ADC 16b . T PLU AnaIOg
1MSPS ’ ACMP H Seenn:gr ’ Programmable Logic Unit || ADC 16b Acmp || Temp
6 input, 8 output 1MSPS Sensor

Clock Generation Unit
FROs, 2x PLLs,

8x Flexcomm
Supports UART, SPI, 12C, 12S

XTAL32k/24m, Clock Out HS LSPI CAN-FD
Secure Secure HS USB + FS USB +
DMAO DMA1 PHY PHY
Secure Security
AB Bus | AEs256 || sHA2 |
Memory
Up to 256KB
e . N I
PLU

Programmable Logic Unit
6 input, 8 output

Analog

ADC 16b
1MSPS

ACMP H

Temp
Sensor ’




ARM Cortex-M33 Core
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Maximum
performance,
control and
DSP

TrustZone

Cortex-M33 Cortex-M35P

i Flexibility, Tamper Performance
Performance Mainstream y resistance, ..
efficiency control and control and flexibility efficiency
DSP DSP control and DSP

Cortex-M23

Highest Smallest Lowest

ighes malles

Llowest COSt, energy area, lowest Zower
OW power efficiency power area



Extremely compact Configurable and extensible Widely applicable

Coaroe, e
% Cortex-A5 INENTECE o
) \

80% DS P —_ Trusizors

smaller = =
)] @ =
p |-- o |
Cortex-Ab, Cortex-M33 N —
size based on 40nm — ‘l 3t ol
N % -+ <
0
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Security for diverse embedded émarke‘t'sf“

32-bit processor of choice

Optimal balance between
performance and power
20% greater performance
than Cortex-M4

With TrustZone, same
energy efficiency as
Cortex-M4

Binary compatible with
Cortex-4 when TrustZone
disabled

Security foundation
System-wide security with
TrustZone technology

Enhanced memory

protection
Easy to program
Dedicated protection for
both secure and non-
secure states

Digital signal control
Bring DSP to all developers
FPU offering up to 10x
performance over software

Enhanced & secure debug
Security aware debug
Simplified firmware

Extensible compute
Co-processor interface for
tightly-coupled acceleration

development

Structura si Organizarea Calculatoarelor

arm
CORTEX®-M33

TrustZone for Armv8-M

Nested vectored
interrupt controller

Wake-up
interrupt controller

CPU
Army8-M mainline

Memory protection unit DSP FPU

Data

2x AHB5 ITM trace watchpoint JTAG

Breakpoint
unit

Coprocessor
interface ETM trace MTB
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TrustZone + Platform Security Afchitecture (PSA)

A comprehensive security foundation

Security separation with TrustZone

= |solate trusted resources from
non-trusted

= Reduce attack surface of key
components

&] Trusted _
Security throughout the system

= Software, CPU, interconnect,
memory and peripherals

Non-trusted

Trusted software Trusted hardware
Trusted hardware = Fortified security for entire device

lifecycle
i Secure Secure TRNG Yy
system storage

Structura si Organizarea Calculatoarelor




Secure and non-secure code runs on a single
CPU

- For efficient embedded implementation
Secure state for trusted code

- New secure stack pointers for robust operation
- Addition of stack-limit checking

Dedicated resources for isolation between
domains

- Separate memory protection units for secure and
non-secure

- Private SysTick timer for each state

Secure side can configure target domain of
Interrupts

Structura si Organizarea Calculatoarelor

Handler
mode

Thread
mode

ARMv7-M

Non-secure Secure
handler handler
mode mode

Non-secure Secure

thread
mode

thread
mode

ARMv8-M




Secure CPU state

Instruction
fetches \/

Program
Flash

- CPU In secure state
can only execute from
Secure Program Program
memaory. Flash

-« CPU In secure state
can access data from Data

v
access
both secure and NS
memory.

Instruction
fetches
X

Data RAM
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Non-Secure CPU statei'

Instruction
fetches

x Program
Flash

-« CPU In non-secure state
can only execute from
non-secure program Program
memaory. Flash

- CPU In non-secure state
can access data from
both NS memory only.

Instruction
fetches ‘/

Data

access
X Data RAM

v
Data RAM
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20% greater performance than Cortex-M4

With TrustZone, same energy efficiency
as Cortex-M4

Key Features of Cortex-M33

- TrustZone for ARMv8-M

- Co-Processor Interface for extensibility
- Memory Protection Unit (MPU) for task

] ] Cortex-M4
isolation
_ -

DSP Extension Lo
- Single Precision Floating Point Unit
| sMpb/psp |

SIMD/ DSP
WIC
Serial wire / [TAG
ARMv7-M

p
)
b3
o
-
c
o
=y
o+t
o
a
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Cortex-M33
TrustZone
Stack limit checking

Co-processor interface
Enhanced debug

o |

B

NVIC (max 480 IRQs)
MPU (PMSAV8)
AHB5

K4

SIMD/ DSP
WIC
Serial wire / [TAG
ARMv8-M mainline




Dhrystone DMPIS/MHz | Coremark/MHz (v1.0)
(v2.1) — official

Cortex-M3 1.25 3.32
Cortex-M4 1.25 3.40
Cortex-M33 1.5 3.86

- Cortex-M33 has a redesigned efficient pipeline which allows
execution of up to two instruction in the same clock cycle

- Similar to previous Cortex-M3 and Cortex-M4 cores, but with
much better flexibility in system design, better energy
efficiency and higher performance

Structura si Organizarea Calculatoarelor
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Memory Protection Unit — (}orte:S__,_(-I\/ISB"”

Based on protected memory system architecture PMSAv8
Provides 16 regions for each of the secure and non-secure states
- Adopts base and limit style comparators for regions

- Each region has a base starting address, ending address, and settings for
access permission and memory attribute

éx3BCoe Gx 80408

kB I6kB 256kB IKB
PMSAV8 SINGLE 274kB REGION

| 1

Benefits
« Simplifies software development
* Encourages usage and reduces programming steps - Reduces
context switch times
 OS can reprogram the MPU during task context switching to define
memory access permissions for each task



Cortex-M33 Main Highlights " <

Architecture

Armv8-M Mainline (Harvard)

TrustZone

Optional TrustZone for Armv8-M

DSP Extensions

Optional DSP/SIMD instructions, Single cycle 16/32-bit MAC, Single cycle dual 16-bit
MAC, 8/16-bit SIMD arithmetic

Floating Point Unit

Optional single precision floating point unit
IEEE 754 compliant

Co-processor
interface

Optional dedicated co-processor bus interface for up to 8 co-processor units for
custom compute

Memory Protection

Optional Memory Protection Unit (MPU) with up to 16 regions per security state

Interrupts

Non-maskable Interrupt (NMI) and up to 480 physical interrupts with 8 to 256 priority
levels

Wake-up Interrupt

Optional for waking up the processor from state retention power gating or when all

Controller clocks are stopped
Debug Optional JTAG and Serial Wire Debug ports. Up to 8 Breakpoints and 4 Watchpoints.
Trace Optional Instruction Trace (ETM), Micro Trace Buffer (MTB), Data Trace (DWT), and

Instrumentation Trace (ITM).

Structura si Organizarea Calculatoarelor
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Cortex-M33 — Secure feature I’ith loT'hodes

TrustZone for Armv8-M

@é@k

Ease of Use

Scalability

Capture part of the $30B loT device market
- By addressing the demand for a security standard for developers

- By rapidly building a cost effective, diverse and easy-to-use product
line

Using the next-generation industry standard for secure
embedded devices

- Leverage widest developer base with minimal investment

- Create a unique product by selecting the numerous configurations
available at design and manufacturing

Efficient, general purpose Armv8-M 32bit processor with Arm
TrustZone

- Optimal balance between area, power, security and performance
- Signal processing, floating point and coprocessor interface



Co-Processor Accelerator
PowerQuad
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PowerQuad Hardwar Accelera’[or DSP*

Hardware Accelerator for Fixed and . .
Floating Point Unit DSP Functions PowerQuad | |

. 5-10x Faster than Cortex-M33 for Matrix e
Operations, FIR/Convolution/Correlation —

- ~15x Faster than Cortex-M33 running —_— R e
CMSIS-DIP lib for FFT/IFFT (~50x faster
than generic FFT C-code running on
Cortex-M33)
Key Advantages
- Energy consumption reduction for DSP tasks

- Fast implementation for ‘lego’ blocks of DSP
processing

- Can Operate in parallel with Arm Cortex-M33
Core

- No need for wasting RAM lookup tables

|CD-PrDc I."Fl |AHB slavel |AHB Agentl

Transcendental Functions FSMs

Convolver/Correlator FSMs

Registers Control

Radix-8 FFT Fixed-point
Cauldon

2 Iteration per cycle CORDIC (Fixed-
point)
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Why PowerQuad Co-RProcessor?

- PowerQuad is a hardware accelerator co-processor
used for complex math calculations

- Contai nS 4 X F P MAC “zZ Agilent Technologies FRI JAN 22 13:22:09 2016

- AHB Master allows PowerQuad to read/write data
for input/computations/results

- PowerQuad can execute to 2 co-proc instructions in
parallel

Plain C FXP with - | CMSIS DSP | PowerQuad
Ofast opt on Cortex
M33
273

FFT real N=32 6163 2295

FFT real inverse N=32 8951 2453 329
FFT real N=64 13856 5718 465 . —

FFT real inverse N=64 20517 6009 553
FFT real N=128 30761 10798 1066

FFT real inverse N=128 46255 11394 1235
FFT real N=256 67846 26333 2078

FFT real inverse N=256 103181 27541 2353
FFT real N=512 148283 50574 4062

FFT real inverse N=512 227651 53191 4595

Structura si Organizarea Calculatoarelor
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- HW accelerator for frequently used math and signal processing
computations

- Ex: Motion context, Voice Recognition, Neural networks

: : Signal Math
Transform : : Trigonometric/ : :
=i Matrix Engine |_? - Processing Computation
g yp Engine Engine
Addition/Subtraction
FFT, IFFT
Arctan FIR
Transpose
DCT, IDCT
Scale
Arctanh Convolution Trafrlljsnccetir:)c:%ntal
Multiple Sizes: 64, Dot product J J J
{ 128, 256 points \ - -

/ [ Multiplication J
CORDIC Functions Correlation
Real and complex l }
Inverse



LPC55XX
System Infrastructure

Bus, DMA, Clock,
Power Management
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Asymmetric dual-core MCU architectare

- Dual Core

- CPUO

= Cortex-M33 with NVIC, FPU, MPU, DSP, ITM, SAU,
TrustZone Security extension

= Configured as primary CPU: Boots on Reset de-
assertion, cannot be disabled

- CPU1

= Cortex-M33 with NVIC

= Stays in reset until enabled by CPUO
- Application partitioning

= CPUL1 can be leveraged for running system level
tasks and the CPUO can wake up to process data
intensive tasks leveraging the co-processors

- Ease of software development

= Software development teams can develop code for
each core independently allowing for a faster time to
market

- Low Power Always-On Operation

- Provides low power always-on listening from
analog and digital interfaces

LPC556X

Advanced High-Performance Bus (AHB)

Matrix

FlexComm Interfaces

Push Sensors OLED
Buttons Display

Structura si Organizarea Calculatoarelor
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Bus Matrix conflgured for per.for»man09° o

CPUO CPU1 s

- Efficient Partitioning (CM33) (CM33) DM DM SDI Lés h-
100 100 A0 Al 0 Fs | AE
- Allows both cores and DMAS to run at MHz MHz s
full speed with no contention Smls | | | | |
- Memories and Peripherals are distributed | . | | . FL:‘S
on multiple slave ports and APB bridges 640 KB
allowing independently access from all k | . N L N L SRAM
bus masters X
. 32KB SRAM
- Contiguous system RAM g SRAM 0
= 1 64 KB
. Programable Master priority = oake  SRAM
m SRAM 2
- Synchronous system clock = 3 SRAM
= A A A A h A 64 KB 4
- Synchronous clock for all bus masters % GPIO. SCT T 168
and slave AHB and APB register = Flexcomm
interfaces g 0-4
. A A
- Independent asynchronous peripheral | Flexcomm
interface clocks APB APB 5-7
. bridge 0 bridge 1
- Independent asynchronous timer/counter Sesire PG St
ystem PLU, PMU,
clocks Int Functions PLIP Gy 3x CTimer
GPIO Pin Int /0 Config U\ASIIBaFILﬂY __ | Flash Controller
2x Ctimer Multi-rate Timer AN RTC, Alarm &
GPIO group Int Freg-Meas RNGtr Wakeup
AN Sl P OS Event Timer = | PC55xx




DMA Controller

0 Hash-AES Hash-AES

1 Trigger Events/SW  Trigger Events/SW
2-3 HS-SPI HS-SPI

4-7 FCO-1 FCO-1

8-9 FC3 FC3

8-11 FC2

12-19 FC4-FC7

20 Trigger Events/SW

21-22 ADC

GPIO INTO-3 5x Timer MatchO/1 Comparator
SCT AES

DMA Channels

DMAO: 23 channels

DMAL: 10 channels

User programmable channel priority
Continuous priority arbitration
Supports single transfers up to 4kB
Both DMAs can operate in parallel

Either DMA can be configured as Secure or
Non-Secure DMA in Trusted execution
application

DMA Triggers:

DMAQOQ: 22-inputs
DMAL: 15 inputs
Various on-chip and off-chip trigger sources

Any channel can be mapped to DMA trigger
based transfers

Can be used to initiate Memory to Memory

Triggers can be chained



Clock Sources

XTAL24M FRO1M
Source for PLLs, HS-USB PHY, Bus-Clk, SC 15% accuracy
XTAL32K Source PMU, PLLs, WWDT, Ctimer,

Source for RTC, OS-Timer. FCs CLKIN Bus-Clk, Flexcomms

(XTAL Bypass mode)
Allows up to 80MHz clock input

FRO32K
+- 2% accuracy PLLO

Source for RTC, OS-Timer Spread-sprectrum/Fractional Wraper FRO96M
Source for Bus-Clk, USBs , ADC +-2% accuracy
Flexcomms SCT, SDIO Source Bus-Clk, Ctimer, ADC, USB-FS,
Flexcomms, , SDIO

PLLO=System PLL, Audio PLL FRO12M
PLL1=System PLL PLL1 +- 2% accuracy
Source for Bus-Clk, USBs Source Bus-Clk, PLLs, Ctimer,
USB PLL is not needed as Flexcomms, , SDIO Flexcomms
HS-PHY can run on XTAL24M directly
(12M, 16M, 19.2M or 24M)

Structura si Organizarea Calculatoarelor



IS
fro_12m 000
Folom % pllo_clk to CPU, AHB bus,
clk_in o1 pll1_ck o4 main clk [ CPU Clock Sync APB, etc.
fro_1m >01 Divider
WPZLO 32k oscliq, %
—{11 i AHBCLKDIV
* Main clock select B gqllil)lnc(l:lik 000
Main clock select A MAINCLKSELBI[1:0] =
MAINCLKSELA[1:0] fro_ht 22
+: synchronized multiplexer none L1, ADCCLKDIV
fro_12m
clk_in
o ,
fro_1m
32k osc | 10_ck
—=—011 e .
"none" main clk >~
— L PLLO 00g
- pllo_clk
settings 001
PLLO clock select 0 >010
PLLOCLKSEL[ZIO] f‘I'O’_hf 011 to FS USB
USRI Clock Divider
fro_hf FRO HF |[fro_hf div Mlol
0 110 FSUSBCLKDIV
"none"
FROHFDIV %
USB clock select
USBCLKSEL[20]  main clk I~
—»000)
pll0_clk_div
to CLK32K of all FCs ————»{001
——————————> 32k osc to RTC fro 12m
"'"""""""""""""""": to OSTimer frWOlo to FCLK of
— ' —=—=you| _|Fractional Rate| Flexcommn]
XTAL32K _’1\| Divide by | ¢ fro_1m 100 Divider (FRG) | User must keep
FROZK —{0 82k 1 1HztoRTC mdk i f <
' »101 FRGCTRL[15:0
Osc32k Clock Select RTC32KDIV : 32k_050, 110 150)
PMC.RTCOSC3ZK(0] Ls1pivide by 32| "none"
; i 1KHzto RTC —'%
.
RTC32DIV &
e PG FLexcomm clock select

FCCLKSEL[2:0]

Clock Mux and Control

- Programable clock source
selection

- Synchronous mux for system-
clock to allow dynamic clock-
switching

- System clock (main_clk)
routable to all peripherals

- Individual programmable clock-
gate control to enable clocks to
peripheral ports

- All interface clocks are turned-
off by default

- Clockout mux and output pin
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Free Running Oscillator (FR®)

- Low power internal Free-Running Oscillator
- Factory Trimmed 96 MHz/12 MHz
- +/- 1% accuracy over entire voltage

- Some peripherals allow asynchronous operation
from FRO while CPU operates from main clock

- FRO can be used as Main clock or PLL clock
source

- Reduces dependency on System PLL

- Benefit: fast restart after halting the CPU by
sleep modes

- Benefit: low power!



LPC55XX
Memory
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Flash Memory

e On-chip Memory
— Up to 640 KB on-chip Flash program memory
» 128 bit interface
« 512 Byte page size
« Multi page erase and single page program support
» 1-bit ECC per 16 Byte Flash word
— 8kB PFR area to support configurations (taken from 640kB)
— Flash accelerator (FMC) with cache and prefetch
« 128 Byte buffer
— Supports real-time encryption and decryption using PRINCE

Structura si Organizarea Calculatoarelor



Segmented SRAM blocks for

Up to 320 KB total SRAM supporting multiple cores
— 288 KB on System Bus < \
. 272 KB is contiguous in system gf’{ | 16KB )
space -
« 16kB USB RAM can be used by
system when not used by USB-HS
— 32 KB on Code Bus
Separate bus master access for higher {‘fﬁ
throughput G
Individual power control for low-power 5 o
operation }§ = 2%
}E © 5
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- 128KB on-chip ROM bootloader supporting:
- Booting images from on-chip flash
- CRC32 Support for image integrity checking
- Flash In-Application Programming and In-System Programming (ISP)
- Flash programming through ISP commands over following interfaces:
= USB interface using HID Class device
= UART interface with auto baud
= SPI slave interface
= |2C slave interface

- ROM API functions



LPC55XX
Debug
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Dual-Core Debug for th‘“ LP(;SES;QO

SWCLK
SWDIO
SWO

CPUO-AP
(Cortex-M33)

CPU1-AP
(Cortex-M33)

DM-AP
(Debug Mailbox)

LPC55Sxx

JTAG_TCK,
JTAG_TMS,
JTAG_TDI,
JTAG_TDO,
JTAG_TRSTN

Blinkyd - pi¥isiond

File Edit View Project Flash  Debug  Peripherals  Tools  SVCS Window  Help

NEdd| »BR 9 il EEJE | B v ME’%#‘“@
% B0 vPo0 ¢ [DREEaE [0 3-8-5 -8 -

@x
Regiter |Value | 40: volatile uint32 t i = 0;
41:
U'ED o Mox10000614 2400 HOVS r4, $0x00
- 0410080230 ig Systenlnit(]);
R 000000000 '
R U:]UUUUBED 44: #if USE_ITAL // Select XTAL or IRC in config.h
R4 1 OODGEC 45: /% Set the XTAL oscillator freguency to 12MHzZ®/
,,,,,,, R i 0x1000061C FIFFFDES  BL.W SystemInit (0x100000FQ)
B emm | T SeokeIh R e owen, o)
R7 (x00000000 m |
~RE (00000000 -
Ay 0400000000 startup LPC430 Mes | [] RAMLni BlinkyMa.c | |
------- Rl 00000000 TP ——
il 10000000 e
i 0500000000 ¥ #* Returned value:
H13[SP] 0310080290 3? EEEEEEEEEEEEEE RS R R R L LR R R LRy
"""" R14[LR) (x10000EB5 9 int wain jvoid)
------- RIBFC)  DxI0000GTA 0o
= 4P5R 051000000 B0 volatile wint32 ¢t i = 0;
¥ Banked 4
[+ System 42 SystemInit();
e Intemal 1
" Mode Thiezd 44 #if USE_XTAL // Select XTAL or IRC in config.h
" Pivilege Fittleged 45 /* Set the XTAL oscillator frequency to 1ZMHz*/
- Stack M3P 4 SetClock(ETAL, (CLESRC Type) 12000000UL, DIVL);
- States Nz 4 /% Set PLI6OM @ 10#12=120 Miz */
"""" See 000011230 28 SetPL16ON[SRC_XTAL, 10);
49 /* Run base M4 clock from PL160M, no division */
50 ecClock (BASE M4 CLE, SRC FL160M 0, DIVL);
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Debug Authenticationsklows « =

0 Start Debug Mailbox Exchange
@) SYS_RESET_REQ

&) Debug Authentication Start (DBG_AUTH_START)

 Create DAC based on DCFG

Debug Authentication Challenge (DAC) K Generate 16bytes of random challenge vector

Find matching DC

Encrypt Challenge vector
Create DAR

@ Debug Authentication Response

Validate DC
Validate DAR challenge data

Opens debug access per credential
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OEM generates RoT key pairs and
programs the device before shipping.

- SHA256 hash of RoT public key hashes

Field Technician generates his own
key pair and provides public key to
OEM for authorization.

OEM attests the Field Technician’s
public key. In the debug credential
certificate he assigns the access
rights.

End customer having issues with a

- locked product takes it to Field
technician.

Field Technicianf
Customer ﬁ a

Structura si Organizarea Calculatoarelor

Field technician uses his credentials
to authenticate with device and un-
locks the product for debugging.




Debug Authentlcatlon

Exten
ded

Full

Basic

®
| ©
&

OEM can enable Tier-based debug
access and distinguish trusted vs
non-trusted debug access. Debug
access to secure code/peripheral
can be restricted to field technician
with OEM authorization. Non-
secure code can be accessible by
any field-technician

OEM can configure to disable
debug access, and allow access to
the field technicians with correct
debug credentials

OEM can configure to disable debug
access using PFR setting, or leave it
enabled

Levels,” «

i . .A:V_ _7"7 — =

B4
c‘c.-
®

TrustZone Subsystem
(TZ, Secure Bus)
Security subsystem
(Hash, AES,PUF
CASPER, Secure Boot)
DM-AP, PFR

Security subsystem
(Hash, AES, CASPER,
Secure Boot)

DM-AP, PFR

DM-AP, PFR

LPC55S6x
LPC55S3x

LPC55S2x
LPC55S0x

LPC553x
LPC552x
LPC551x



Referinte

https://www.arm.com/products/silicon-ip-cpu/cortex-m/cortex-m33

https://www.nxp.com/
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Power Management
Power Domains
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Power Supplies

> Power inside the part is supplied via 6 on-chip regulators:
- DCDC Bulk Converter [0.950V — 1.200V], supplies main digital core logic
- LDO DEEP_SLEEP regulator [0.9V — 1.075V], used during “Deep-sleep”
- LDO_AO regulator [0.7V — 1.220V], supplies the “Always on” digital logic
- LDO_MEM regulator [0.7V — 1.220V], supplies SRAM during low power modes
- LDO_USB_HS regulator [1.8V — 2.0V], supplies USB High Speed Interface
- LDO_FLASH NV regulator [1.8V — 2.0V], supplies Flash Macro

> All 6 previously mentioned internal regulators are supplied by the
main external supply called VBAT [1.8V — 3.6V]
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Power Management— DC-DC Converter

Up to +80% Efficiency DC-DC that is
directly controlled and started by the
Power Management Controller (PMC)

VBAT (1,8V-3,6V) - Cor
Features IC main SUpply  veat_pus \::D_PMU Core supply
- Input Voltage range: 1.8V to 3.6V _ VBAT_DCDC

. X vy
- Output voltage: 1.1V l . l A e I A
- Max Load current: 50mA I . I - I © : I :
- Unconditional stable, Constant ON-Time VS5_DCDC_CORE
PFM (COT) VS5 _PMU V55 _DCDC

- Low Ripple with proper user COT ! L

trimming and optimal valued external
inductor and capacitor

- DC-DC needs a 4u7H inductor and a
22UF ceramic capacitor
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Power Domain: All together?

> The part is partitioned into 5 Power Domains:

- PD_CORE: Power Domain “Core”: most of all digital core logic (CPUO,
CPU1, Multilayer Matrix, Serial Peripherals, System DMA, SDIO ...)

-PD_SYSTEM: Power Domain “System”. Some critical system
components like Clocks Controller, Reset Controller, Syscon ...

-PD_AO: Power Domain “Always On”: Power Management Controller,
RTC, .... This domain always has power as long as sufficient voltage is
available on VBAT ([1.8V — 3.6V])

-PD_MEM_ 0: 18t Power Domain “Memories”: 2 4-Kbytes SRAM
instances

-PD _MEM _1: 2" Power Domain “Memories”: All other SRAM instances
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Power Domain: SYSTLEM
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Power Domain: ALWAYS-ON'*
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Power Domain: MEMORIES "<,

(PD_MEMO & PD_ MEM1) *5 <
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Power Domains supply

> Power domain PD_CORE is powered:
- by DCDC in Active and Sleep modes.
- by LDO DEEP_SLEEP in Deep-sleep Mode (or by DCDC)

> Power domain PD_SYSTEM is powered:
- by DCDC in Active and Sleep modes.
- by LDO_ AO in Power-down

> Power domain PD_AO is powered.:
- by LDO_AO only, whatever the power mode.

> Power domains PD_MEM 0 and PD_MEM 1 are powered.:
- by DCDC in Active and Sleep power modes.
- by LDO MEM in Deep-sleep, Power-down and Deep power-down modes.
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Power View

Active mode
(Core @1.1V,
@96Mhz)

Deepsleep
(All 320kB SRAM
retained)

Powerdown

w/ Retention
(with 8kB SRAM
retained)

Deep

Powerdown
(with 4kB
retained)

32
uA/MHz

92uA

3.5UA

0.7uA

100us

325us

15ms*

Core running @1.1V, 96MHz FRO

Logic is powered but @0.9V, Flash/ROM off,
SRAM/Padring on, Clocks off (except
wakeup sources)

DCDC off, RAM/Padring on, CPUO and

some periph. retained, PD_System powered.

PD_core is off

Only wakeup (4x) and reset pads, and
PD_AO (PMC, RTC, OS timer, PMU) are
powered. Rest of the logic is off

RTC,
OS-Event Timer,
4x Wakeup Pads,

Pad Reset

Flexcomm3
Comparator
All GPIOs from Port0
& Portl (via Group
GPIO Interrupt)

DeepSleep

& )

Wakeup Sources
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Flexcomm Serial Communlcatlca'n InteTface

- 8x Flexcomm channels
- SW select one among: USART, 12C, SPI, 12S
- Multiple clock-sources, dedicated FRG per Flexcomm
- 16Byte FIFO
- Dedicated read and write DMA channels

- 1x High Speed SPI *LPC553x/1x families will have four channels

FCO - FC5 USART with asynchronous operation or synchronous master or  Sync: 25MHz, Async 10MHz
slave operation.

SPI master or slave, up to 4 slave selects Master: 30MHz, Slave
20MHz

I2C with separate master, slave and monitor functions. 1-2MHz

Each provide one channel pair of I2S 24 576 MHz

FC6 - FC7 Each provide one* channel pairs of 1°S function

HS-SPI Dedicated for High Speed SPI Up to 50MHz Master: 50MHz, Slave
30MHz



12S Pin-sharing

- Signal sharing allows more than one

! . - : LPC
on-chip I2S interface to be connected contgured 35 23 | | contgurad 25 an 28 -
to the same 10-pins without external master tnsmiver slave recelver
board wiring 212 14 212 13 SGTL5000 MIC_IN [
= A = .
A . . x> > F&n SCK MIC BIAS ——»
- Allows bi-direction 12S stream with = > 125_SCLK LINEIN R
Slngle Set Of IZS pInS Fcn—TXD—SCL—MISO—WS > IZS_LRCLK LlNElN_L l——————
- Allows using multiple 12S functions PSR NES DA e 125_DOUT S I
in a single TDM stream with single FCn_RXD_SDA MOSI_DATA ol 125 DIN HeL >
set of I12S pins _ oLk LINEOUT R ———>
from clock generation » SYS_MCLK LINEQUT L ——»
- LPC55xx implements I2S pin-sharing 180409
among all 12S except 12S3
Example connection to an 128 bidirectional codec
Flexcomm interface Flexcomm interface Flexcomm interface Flexcomm interface 180123
configured as an 125 | |configured as an 25| |configured as an 125 | configured as an 125
slave receiver slave receiver slave receiver slave receiver
F LE F F3 F é h F Y “E b 3 JLE A
=] w o 73] w] W o w
z o |9 > > |Q = |z |Q = o |Q
= P S S o >~ o P
<] Fcn_sck
<® FCn_TXD_SCL_MISO_WS

X] FCn_RXD_SDA_MOSI_DATA

128 signal sharing example



- USB 2.0 High-Speed Controller
- Host/Device Modes
= Programable selection
- On-chip high-speed PHY
= Can run on range of Crystal frequencies

- USB 2.0 Full-Speed Controller
- Host/Device
= Programable selection

- On-chip PHY and dedicated DMA
controller

- Dedicated 3V supply pin to allow rest of the
|Os to run @1.8V

- Supports crystal-less operations in device
mode

LPC5500
Vbus
D+
"| To PC/Mobile/CE

L

1D

GND
Vbus

To PC/Mobile/CE
alD-» :::

1D

J GND
y

Hi-Speed and Full-
Speed USB with on-
board Hi-Speed PHY

With on-chip USB ROM Drivers and
USB library



integrated DMA

- SDIO with support for up to two cards

- Supported cards: MMC, SDIO and CE-ATA, eMMC

- Support for SD2.0, SDR25 (50MHz)
= 25MBps @4bit (SDCard), 50MBps @8bit (SDIO)

- Phase shift or Delay line for data-sampling clock delay

- Secure digital input/output (SD/MMC and SDIO) card interface with

Q

0%

/2

sd_clk

(o]
A4

I\

80%

\H

clk_in

clk_in_dly

clk_i

n_sample

SDIO IP




Analog Comparator

« Compares voltage levels on external pins and internal voltages

« 5 inputs are multiplexed separately to the positive voltage input and
negative inputs
— 4 inputs on 100-pin package
* Voltage ladder source selectable between the supply pin VDD or
ACMP_VREF pin

« 32-stage voltage ladder can be used as either the positive or negative
Input of the comparator

* Interrupt Capability
 Wakeup source
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Analog Comparator

ACMP\rer

Vooa

VREFINPUT

»w

1

1

! -————-—
w
-

VREF

Internal
reference

\LPMUX
0

~- FILTERGF_SAMPLEMODE

iFlLTER BYPASS

output to CTIMERS,

— SCTimer/PWM, ADC,

AcMPo_A

AcmpPo_B X

AcmPo_c [X]
AcmpPo_D [

= DMA triggers

AcmpPo_E B
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Interrupt
to NVIC

L STATUS

— INT_STATUS

FILTERGF _CLKDIV
5 y
= H+
CMPQ Filtering
5 Int
o™~ nlequpt
ogic
i HYST J
5 LOWPOWER INT_ENABLE
f INT_CLEAR
bt INT_CTRL
INT_SOURCE

> VAL
180813
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Analog to Digital Converter®

|SWTRIG[SWTa]| TCTRLa[HTEN]FCTRLan'PRnITCTRLa[rcMD]ECTRLa{TDLY]I

- 16-bit ADC with successive approximation I ] I I
- 13-bit conversion rate @1.0 Msps, differential

(12-b|t for Slngle—ended) Eﬂ?ﬁ. C;:Q"g::‘gmlm ~—|CMDa — CMDHa:CMDLa Register '

- 5 differential channel pair (or 10 single ended

- Tri g ra
channels 100-pin package v
- Channel pair 0-3 offer best accuracy n,’,'j,’,,“jj::n‘;',?:‘j,xﬁj;:dm oyl 7l .
! and instance specific. Not all :§ Eg 85 § § 2 E& § % 7
- Internal Temperature sensor s ks s nplaraniad =1 SRR = gkt
___________ Sl ADCK «—
- connected to internal ADC channel ADM_14 Oporl Control sequencer : Ll
H Increment Lwi AVG |LoOP H 8
° Trl ers s _e_ a_nn_ i; _o_ gns_ar; T 8. §
gg . : hmnt(:nal :;urg:; a‘:rij are device : o 2 E
- Multiple sources: e e ! I
= SCTimer/PWM | See chip information for details. Uk F Result FIFO
. H Y RESFIFO
Ctimers Match g:‘:: S ) — [CMDHa[CMPEN Storage Buffer
= Comparator ¢ Lside d - glore
= GPIO Interrupt CHotA O—] 1 o
- ARM TXEV interrupt |~ rooun}-(3)-<{runia]
Successive Appx.
- Two configurable conversion sequences with cros — g
independent triggers CH1B O— VINA, | [Capaciive L vy
. . . : -sZe VINB,| (& e iRa/DMa | 'RQRequests
- Optional automatic high/low threshold SR = DAC T loge | DMARequests
comparison and “zero crossing” detection . . J
- - 7 Some instances have Ve g—l—w—l—u—lq
- Burst conversion mode for single and | encospan | Sfconerer ] FoREltmEle
multiple inputs | mitl earnce
o ouie [
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/O Port

- General-Purpose Input-Output (GPIO)
64 GPIOs on 100/98-pin package, 36 GPIOs on 64-pin package
All GPIOs (except ISP-Select, SWD, SWCLK,TRSTN) are tri-stated at reset

Up to 8 GPIOs can be selected as pin interrupts

Registers are in system bus for fast access

- Pin Interrupts & Pattern Engine
- Up to eight GPIO can be selected as external interrupt source (connected to the NVIC)

- Pattern match engine can be used in conjunction with software to create complex state machines
based on any of the eight GPIO pin inputs.

- Pattern match engine facilities wake-up only from active and sleep modes.

- Secure GPIO

= Digital I/0Os that are sensitive to information leakage can be masked using SEC-GPIO_MASKO0/1/2/3
registers, safeguarding incoming data on secure peripherals

= GPIO Port0(0-31) pins have Secure GPIO as selectable pin-mux function
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Cyclic Redundancy. Check (CRE;) Engine‘Block

- Supports three common polynomials CRC-CCITT, CRC-16, and
CRC-32

= CRC-CCITT: X6+ X112+ X5+ 1
= CRC-16; X16 + X153+ X2+ 1

« CRC-32: X32 + X26+ X23 + X22 +X16+ X12+ X11+ X10+ X8 +X7+ X5+ X4+
X2+ X+1

- Programmable seed number setting

- Accept any size of data width per write: 8, 16 or 32-bit
= 8-bit write: 1-cycle operation
= 16-bit write: 2-cycle operation (8-bit x 2-cycle)
= 32-bit write: 4-cycle operation (8-bit x 4-cycle)
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Programmable Logic Uhit (PLU}‘,— Features

- Create combinational and sequential logic networks, simple

state-machine

- 26 Look-up Table (LUT)
= 32-bit Truth Table

-6 inputs + 8 outputs to pad

- Optional clock input
= Required for sequential network

- Supports interrupt and low power mode wakeup (deep-sleep
only)

- A GUI based PLU Tool available to facilitate the configuring
work of PLU



3 )

) ©
»

Programmable Logic Un

»
Ll

LUT out(25:1)
—p

State (3:0)
—>

PLU in (5:0)

LUT out(25:2,0)

€

®

it (PLU)— Featlies

LUT_out(0)
0 | EEEEEEE—

LUTO in (4:0)

State (3:0)

LUT out(24:0
>

State (3:0)

LUT1 in (4:0) LUT_out(1)
N LUT L e

LUT_out(25)

LUT 2, e

LUT25_in (4:0

PLU_CLKIN

State (3.0 ‘
LUT_out(3:0) — Q (3:0) >

[=]

»
>

PLU out (7:0)



« Completely independent from MCU, which only configures
logic via by registers

« Up to 6 PLU inputs from I/O pads

« Up to 8 outputs to I/O pads

« Up to 26 Look up tables (LUTS)

« Up to 4 state flip flops

» Clock input from external I/O pad

* Feedback to MCU via I/O pads or through switch matrix
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Programmable Logic Uhit (PLU);—Uses*

- Some potential functionality to implement in the PLU:
- Integration of discrete logic device(s) to save cost and area
- Event detection
- Simple state machines
- Stepper motor control

- Generation of specialized waveforms / protocols in conjunction
with other peripherals

- Benefits (vs function implementation on conventional MCU)
- Low latency
- Low power (can operate while MCU is in deep sleep)
- Save MCU processing power for other tasks
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Programmable Logic Uhit (E?I-_U}::'— Uses*

- The PLU is used to create small combinatorial sequential logic
operating networks.

- The logic operation can be programmed by software.
- Object resource:

- 26 LTUs (Look-up Table, or so-called Logic True Value Table), per
LUT has a 5-bit input port (each bit is connected to a input line) and
the values can be indexed in the range of 0~31.

- 4 Flip-Flops driven by an external PLU_CLKIN clock.
- 6 PLU inputs from external pins.
- 8 PLU output to external pins.

: Su%port low power mode including deep-sleep and power-down
mode

- (Optional) A GUI tool, PLU Tool, is available to facilitate the
configuring work of PLU.
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Programmable Logic Uhit (F?I-_U}j:— Advantages

- Simple glue logic to connect MCU with external components and
replace these 7400 series.

- State machine design using Flip-flop
- Address decoder
- Pattern match

- Low-power application. Many peripherals are shut off in deep-
sleep and power-down mode, PLU is not.

- PLU is Programmable!!! It can be reprogrammed and reused.

- Seamless connection using SWM and PLU. e.g. connect MCU
standard CTIMER MATX output to PLU input, PLU does its
magic, connect PLU output to the CTIMER CAPX input.



Always-ON Timers

- Real-time clock (RTC)
- 32-bit, 1s resolution
- Runs on 1Hz clock source
- Free running Timer as continuous time-base for the system

0Osc32k Clock Select RTC32KDIV

PMC.RTCOSC32K[0] L, pivide by 32—+—>
1KHz to RTC

- 1ms resolution for wakeup {toCLKBZKofaIIFCs
» 32k_osc to RTC
'-------------------"-------------E to OSTimer
« OS-Event Timer XTAL32K —{1) Divide by E
. ; 32k ' s
- 42-bit, sub-second timer FROZK —1o j iHeloRIC

- 2x Match and 2x Capture registers
- Runs on 32kHz clock source

o
RTC32DIV

- In the always-on power domain

- Available in any reduced power modes

- Wake-up source from all low power modes including deep power-down
- Clocked by the 32 kHz on-chip oscillator or 32kHz External crystal
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State Configurable Timer

- More programmability than Ctimer. It's a timer
- Single 32-bit counter or Dual 16-bit counters * Input Capture

, , « Output Compare
- It's a timer, enhanced by « PWMs

- Input capture events . .
...with a state machine

Signal output capabilities

Interrupt and DMA events

A state machine which defines the behavior of counter, outputs, interrupts,
DMA in a flexible way, over more than one cycle of the counter

- Aot of interconnections between all these Prescaler State Machine
- LPC55xx configuration é i " inputs
. i CLK— prescaler(s) 5 ;

- 8 inputs e — i ____________ i l

- 10 outputs PP R A — '
i control counter(s) match L_, event autnutsl ;

- 16 match/capture registers i _logic T logicl } ge”e’;‘““ §

- 16 events match/j state I
f capture i logic

- 32 states g regs i
| I ¢ interrupts —'—>
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General Purpose Timers

5x general purpose continuous timer/counter (Ctimer, 32-bit)

- Counter engine can run on a clock independent of system clock
- Capture, Match and Auto Match Reload function

- Wake-up source from the Deep-sleep

Windowed watchdog timer (WWDT, 24-bit)
- Running from the FRO1M

- Can generate system-reset

- Wake-up source from the Deep-sleep

Micro-Tick Timer (UTICK, 31-bit)
- Running from the FRO1M
- Wake-up source from the Deep-sleep

Multi-Rate timer (MRT, 24-bit)
- Timer with four independent channels
- Repeat interrupt, one-shot interrupt, and one-shot bus stall modes



Enablement (Development)
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LPCXpresso55S69 Dei?elopmeht board*

LPC55S69 Dual Cortex-M33 core processor @ 100MHz

Onboard, high-speed USB, Link2 debug probe with CMSIS-DAP
and SEGGER J-Link protocol options

UART/SPI bridging from LPC55S69 to USB via the onboard debug
probe

Support for external debug probe

- Various on-board interfaces and components

RGB user LED

Reset, ISP, User/Wakeup and user buttons
NXP MMA8652FCR1 accelerometer

Micro SD card slot

Stereo audio codec with a line in/out

High / full speed USB port with micro A/B connector for the host or
device functionality

- Flexible expansion - Arduino, Mikroe & Pmod — provide
developers easy access to a broad range of connectivity and
sensors options
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LPCXpresso55S69 De’?/elopment hoard*’

8

ARMKEIL

Microcontroller Tools

ESET)
— | —

SYSTEMS

i3 &BUb —Z

.‘:\‘J\J‘JvQ(J 0O
s 000000 GO
i W




Enablement

Runtime Software

Software Tools

Hardware Tools

NXP Solutions:

f. )
MCUXpresso SDK
(_SDK J

* Drivers

» System Services
* FreeRTOS

+ USB

* Filesystem
- _/

RTOS, Middleware Partners:

amazon

Comprehensive frameworks and solutions
for low-power, connected, and secure
embedded systems

IDE / Toolchains / Confiqurations:

MCUXpresso IDE

(_IDE )
MCUXpresso
Configuration
CFG Tools

ARMKELL ©IAR
SYSTEMS

Microcontroller Tools

Ve
SEGGER

www.segger.com

ARM'mbed

X

Rowiley Associates

E)latollic

Industry leading IDE support and intuitive

software configuration tools to accelerate
application development

Structura si Organizarea Calculatoarelor

Evaluation Kits:

LPCXpresso55569
Development
board
Debug Probes
Ve
SEGGER
rssagereom LAUTERBACH/A
DEVELOPMENT TOOLS
-

7 SYSTEM

Low cost hardware platforms for evaluation

and application development. Partner
solutions for hardware debugging solutions
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LPC5500 Real Time dﬁera;img§ysterﬁ§

— Amazon FreeRTOs
prnazon * FreeRTOS is a royalty-free mini Real-Time Kernel with a very small footprint. Free

download — www.freertos.org
* Ported to 30+ architectures and 17 toolchains
* Example projects for many architectures and IDEs

Zephyr
* Open source real time operating system — www.zephyrproject.org
* Complete, fully integrated, highly configurable, modular for flexibility
*  Built with safety and security in mind

» Mbed OS
* Free, open-source embedded operating system designed specifically for the
MBED gt
things” in the loT
Os * OS Features: Modular, secure and connected

* Online IDE, toolchains and compatible with other IDEs

» Phoenix OS
* Open-source, microkernel-based, real time operating system for resource
constrained devices
* OS for software defined solutions



http://www.freertos.org/
http://www.zephyrproject.org/
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Essential Security: Goals enabled with I'PC5500

- Counterfeit protection

Data

= Every device has a unique identity that can not

be reproduced by an attacker confidential

ity

- Onboarding

= Shared credentials between the end device and y _
the back end system — Onboarding

- System integrity
= Trust in the functionality provided by the end Counterfeit

device protection
- Secure communication

= Cryptography applied to the communications Remote Secure
for the device firmware " Communic

- Data confidentiality update - ation

» Protection of data in the device Syst em
- Remote firmware update Integrity

= Safe updating of the software on the end device
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Referinte

https://www.arm.com/products/silicon-ip-cpu/cortex-m/cortex-m33

https://www.nxp.com/
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